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Introduction

With the increased complexities to NISP management such as: RMF, DSS in Transition, and Insider Threat, many contractors are
beginning to procure security services from outside sources. Specifically, they are outsourcing services such as personnel security
clearance management, Facility Clearance documentation management, security assessments, information system support, and day-
to-day security operations. The NISPOM and supporting Industrial Security Letters (ISLs) do not provide guidance for the conduct of
business when contractors outsource security services. Immediate definitive guidance should be issued to address the
questions/concerns that are affecting many consultants, Security Service Providers, remote FSOs and the contractors they support.
This document outlines specific challenges currently faced by contractors and their Security Service Providers along with proposed
solutions.

Definitions

Facility Security Officer (FSO) — supervises and directs security measures necessary for implementing applicable requirements of the
NISPOM and related Federal requirements for classification information.

Remote Facility Security Officer (RFSO) — an FSO who is not physically located at the cleared facility.

Security Consultant — a cleared individual who provides security services to an entity within the NISP at the direction of the FSO or
SMO. No facility clearance is required as part of this agreement.

Security Service Provider - a company in which more than one individual in the company requires a Personnel Security Clearance
(PCL) to provide security services to the same entity within the NISP at the direction of the FSO or SMO.

Issues & Proposed Solutions

Request for Documentation to Validate DD254

ISSUE: There are an increasing number of DSS ISRs requesting documentation to validate DD254s issued to outsourced Security
Service Providers. Documentation requested includes Statement of Work (SOWSs), Visitor Logs, invoices, payments and onsite
billable time. These requests are coming from the DSS ISRs for the outsourced security service companies to the contractor issuing
the DS254 with no indication as to why the paperwork is needed. It can take a significant number of man hours to produce the
documentation and many contractors cannot absorb the additional cost of providing this documentation. Additionally, some
contractors are concerned that the Security Service Provider may have done something wrong which has led to cancellation of the
service contract in at least one instance.

PROPOSED SOLUTION:

e DSS should be consistent when reviewing FCL status for any cleared contractor to include the request for supporting
documentation. When prime contractors are contacted during the review of a subcontractor FCL, DSS should indicate the
purpose of the review, document request, etc.

Requirement for Multiple DD254s to Maintain FCL
ISSUE: DSS ISRs are challenging the validity of FCLs for Security Service Provider companies that only maintain one DD254.
PROPOSED CHANGE:

. NISPOM 2-102 which addresses FCL eligibility requirements states that the company must need access to the classified
information in connection with a legitimate U.S. Government or foreign government requirement. It does not stipulate a
minimum number of classified contracts to maintain a FCL. It is proposed that DSS follow published NISPOM guidance.




Facility Clearances (FCL)

ISSUE: There is no standardization for Security Service Providers to maintain FCLs. For example, alarm companies are a Security
Service Provider and maintain FCLs if issued a DD254, however other Security Service Providers are not evaluated against the same
standards. Small companies that serve as Security Service Providers are losing their FCLs even though they have DD254s requiring
more than one person in their company have access. These companies are being told that:

e DSS does not have time to conduct SVAs for small companies whose clearances can be held otherwise.
0 Percurrent FCL sponsorship guidance, when a contract calls for 2 or more persons from the same company to
support a contract that requires access, this is a subcontract and requires a DD254, which requires a FCL.
Handling the PCLs for these individuals otherwise is against policy.
e DMDC SWFT Policy states that a Facility Clearance (FCL) is required to obtain a SWFT Account. FCLs for companies that
provide fingerprint services for 2 or more companies are being denied regardless of the policy requirement. DSS’
position is that they don’t own SWFT and therefore SWFT policies don’t affect DSS policies so no FCL will be provided.

PROPOSED SOLUTION:

e  Fingerprint Processing Companies should be allowed to maintain a FCL to process FPs via SWFT, since a FCL is a requirement
to maintain a SWFT account. DD254s will be issued to companies performing fingerprint services.

Facility Clearance (FCL) Termination Process

ISSUE: FCLs for Security Service Providers are being terminated immediately upon classified contract close-out, not allowing the
provider the opportunity to obtain new contracts, while other companies (non-Security Service Providers) are given a year or
longer to produce a DD254 to continue their FCL.

PROPOSED SOLUTION:

e A consistent process, to include termination timeline, should be followed when administratively terminating a FCL.

Facility Security Officers

ISSUE: NISPOM 1-201 requires contractors to appoint a U.S. citizen employee, who is cleared as part of the facility clearance (FCL),
to be the FSO. There is no indication of whether the FSO must be a full-time/part-time employee, where the FSO must reside with
respect to the location of the company, or whether a FSO can support more than one facility. Companies that outsource FSO
responsibilities are being told that the FSO must reside within 50 miles of the company. Additionally, FSOs that support more than
one company are being asked to provide their geographical location to the respective companies.

PROPOSED SOLUTION:

o Adhere to NISPOM 1-201 and allow FSOs to be either a full-time or part-time employee of the company.

e There is no limit to the number of miles a FSO must live to the company, however if a FSO is located more than 50 miles
from the company, they will be considered a Remote Facility Security Officer (RFSO) and will develop a RFSO SPP which
explains how security will be handled for the company in his/her absence.

Participation at Security Vulnerability Assessments (SVA)

ISSUE: DSS ISRs are telling companies that security consultants and other Security Service Providers are not authorized to attend
SVAs. Companies outsource security services to ensure personnel with the appropriate skills and expertise are overseeing the
security program. It is extremely difficult for the company to support the SVA without the assistance of the experts that provide
essential security services.

PROPOSED SOLUTION:

e  Security consultants and Security Service Providers should be allowed to attend SVAs and serve as security advisors to
companies during the SVAs.




Concurrent Work for Security Consultants

ISSUE: DSS ISRs are informing companies that security consultants can’t work for more than one company at a time.

PROPOSED SOLUTION:

e DSS should notify its ISRs as well as contractors that consultants can perform services for multiple companies at the same
time.

In Closing:

We understand that DSS provides the overarching oversight to contractors operating under the NISP, however, with the ever-
increasing number of cleared facilities, and increased complexities to NISP management such as: RMF, DSS in Transition, and Insider
Threat, security consultants and Security Service Providers play a valuable role in the process by offering cleared contractors with
the expertise needed to ensure their industrial security program meets or exceeds NISPOM requirements. These valuable members
of the industrial security community serve as partners with DSS in their overwhelming need to ensure cleared facilities are meeting
NISPOM requirements.

It is the concern of industry that if Security Service Providers and security consultants cannot continue to provide services, that small
Cleared Defense Contractors (CDCs) will have no choice but to terminate their facility clearances. This not only will shrink our critical
supply chains, but also may create a counterintelligence concern as foreign entities will be eligible to acquire these CDCs that can no
longer operate under the NISP.




