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= National Industrial Security Program established by Executive Order 12829 on
January 6, 1993
= The purpose of this program is to safeguard classified information that may be released or has

been released to current, prospective, or former contractors, licensees, or grantees of United
States agencies.

= A quick video of the history of the NISP can be found here.

= As part of this EO, the NISP Policy Advisory Committee (NISPPAC) was also
formed

= Comprised of both Government and industry representatives, is responsible for
recommending changes in industrial security policy through modifications to Executive Order

12829, its implementing directives, and the National Industrial Security Program Operating
Manual.


https://www.youtube.com/watch?v=zkHgfpRZOJk&list=UUqKDH4QdAYzlSMJATaMiboQ
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= Formation of an “Advisory Committee on Industrial Security and Industrial Base
Policy” and will terminate on September 20, 2022.

= They will review and assess:

= (A) the national industrial security program for cleared facilities and the protection of the
information and networking systems of cleared defense contractors;

(B) policies and practices relating to physical security and installation access at installations of
the Department of Defense;

(C) information security and cyber defense policies, practices, and reporting relating to the
unclassified information and networking systems of defense contractors;

(D) policies, practices, regulations, and reporting relating to industrial base issues; and
(E) any other matters the Secretary determines to be appropriate;

= 5 government and 5 non-government entities
= Charter filed April 30, 2017 — not yet funded



= DEFENSE POLICY ADVISORY COMMITTEE ON TECHNOLOGY

= The Secretary of Defense shall form a committee of senior executives from United
States firms in the national technoloqy and industrial base to meet with the
Secretary, the Secretaries of the military departments, and members of the Joint
Chiefs of Staff to exchange information, including as appropriate, classified
information, on technoloqy threats to the national security of the United States and
on the emerging technologies from the national technology and inaustrial base
that may become available to counter such threats in a timely manner.

= The aefense policy aavisory committee on technology...shall meet..at least once
annually in each of fiscal years 2018 through 2022,



= NISPOM Conforming Change 2 was published May 18, 2016
= The DSS ISL for NISPOM CC2 published May 25, 2016

= During 2017, the DSS focus on Insider Threat programs will be on BASIC
compliance. They will want to validate that we have a program, the ITPSQO is
designated and that we are conducting the required training.

= To date, there has been an 8% increase in incident reports!

= DSS will be looking for industry’s input on how they will start to assess
effectiveness through a working group.



= Full re-write is currently underway
= Different format and also a full review for revisions

= Coordination between government and industry is taking place at the NISPPAC
level

= Currently have over 80 industry participants reviewing and providing comments
to the NISPPAC

= Final meeting took place October 19, 2017



Let’s start at the beginning, a very good place
to start...




The Clearance Process

Industry
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Defense Security
Service

(PSMO-I Division)

REVIEW
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Defense Office of
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OPM Transtormation — How did we get here?

é )

OPM Contractors
Hacked -

Major contractors to
OPM that conduct

investigations.

Congress launches
investigation.

OPM cancels USIS
contract and loses
60% of contractor

workforce.

Hundreds of
investigators retire-
huge shortage of
investigators starts
and investigations
slow.

p
OPM Hacked

» 25 million SF86 and
fingerprint records
stolen by Chinese
nationals.

Congress launches
investigation.

Government is
required to pay for

identity theft
protection for 25+
million Americans.

OPM and DSS are
the two largest
agencies billed for
these costs.

e

90 Day Review

« OMB, DNI and DOD

conducted a 90 day
review to review the

entire investigation
process.

* As a result of the 90
day review, the
Federal Investigative

Service (FIS) is
dissolved and NBIB
Is created under
OPM.

é )

NBIB Created

 The National
Background
Investigation Bureau
is now headed by a
Presidential
Appointee, Charles
Phalen, who is also a
full member of the

PAC (Presidential
Accountability
Council).

All OPM applications
must now fall under
the purview of the
DOD CIO.
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OPM: Bringing Us to Tiers

Why We Investigate
Reason

Position

Position Sensitivity

Tiered Investigation
Associated

Current Type Investigation
Standard Form Used

Who Submits

Low-Risk |Moderate Risk| High Risk |Confidential

Public Trust National Security

Suitability Access to Classified Information

Secret lop Secret SC|

Critical
Sensitive

Special

Non-Sensitive Non-Critical Sensitive

Sensitive

Tier 1 Tier 2 Tier 4 [ler 3 lier 3 lier 5 lier 5

NACI MBI Bl NACLC/ANACI

SF-85 SF-85P

Government Agencies
(not NISP contractors)
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OPM must pay for the identity theft protection from 2016 — 2026.

In 2015, OPM lost 60% of contractor investigators, and shifted 54,000 investigations to the
government. This, along with the cost of identity theft protection, created a $97M shortfall. As a
result, OPM raised the cost of investigations.

FY 2015
FY 2015 Update

FY 2016
FY 2017

FY 2018
NBIB is still recovering from investigator shortfall and transition to tier system.

Interim Secrets now require a completed fingerprint check, extending timelines from 3-5 days to
approximately 30 days.

DSS was not fully funded to pay for all of the 2017 investigations needed. They needed to meter
the release of investigations to OPM. This resulted in delays in clearances and 45+ minute wait
times at the knowledge center.






Initial Secret and Top Secret

IRTPA
(2004)
Initial Secret and Top Secret Periodic Reinvestigations
PAC
(2008)
Initial Secret Initial Top Secret
PAC/SecEA
(2012)

Periodic Reinvestigations

e
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600

500
400
300
3 I I
|
Goal _7 .;, | 2 | |
100
0
Q12015 Q22015 Q32015 Q42015 Q12016 Q22016 Q32016 Q42016 Q120177 Q22017 Q32017 Q42017
® Adjudicate (DOD CAF) 30 ) 21 15 12 19 18 18 14 22 19 20
™ Investigate (OPM) 115 153 175 189 218 247 276 310 343 396 420 437
™ Initiate (DSS) 18 15 16 17 16 17 18 21 25 29 38 44



16

300

250
200
150
50 | - i ‘
0
Q12015 Q22015 Q32015 Q42015 Q12016 Q22016 Q32016 Q42016 Q12017 Q22017 Q32017 Q42017
® Adjudicate (DOD CAF) 26 27 19 < 6 17 16 26 18 32 16 12
™ Investigate (OPM) 54 78 77 82 101 160 161 178 183 175 191 162
™ Initiate (DSS) 12 14 15 15 12 16 19 32 39 41 59 47
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600

500

400

300

200

100

0

Q12016 Q2 2016 Q3 2016 Q4 2016 Q12017 Q2 2017 Q3 2017 Q4 2017

™ Adjudicate (DOD CAF) 27 63 66 80 49 52 95 114
® Investigate (OPM) 232 242 260 279 310 352 41 449
™ Initiate (DSS) 13 14 15 18 22 29 29 33



18

250

Goal
200
150
100
50
0
Q12016 Q2 2016 Q3 2016 Q4 2016 Q12017 Q2 2017 Q3 2017 Q4 2017
™ Adjudicate (DOD CAF) 5 3 3 9 13 23 9 1
® Investigate (OPM) 50 73 87 116 126 127 149 149
™ |nitiate (DSS) 13 17 23 42 56 71 81 83



= To return back to a steady state, NBIB:

Hired 600 investigators since 2016 for a total of 6,900.
Increased contractor workforce to 4 companies for a total of 1,091 contract investigators.
s streamlining the interview process to include telephone interviews.

s creating a new system called NBIS which will track individuals background information
throughout their entire career (government, industry, military).

Is converting eQIP to eAPP which will ask more questions up front to eliminate the need for
investigators to track down information (ex: pulling a credit report on the spot and asking
questions for resolution).

Charlie Phalen’s Congressional Testimony can be read here.

= DSS is focusing on pushing through initials and pausing on PRs until a steady
state is reached.

= And then we have the memos...

19


https://oversight.house.gov/wp-content/uploads/2017/10/OPM_Phalen_Testimony_Security-Clearance-Investigations.pdf
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Clearances Don't Expire!

OUSD(l) Memo signed 12/7/2016:
Personnel Security Clearances in Industry

“Personnel security clearances do not
expire...An individual with current eligibility in
JPAS should not be denied access based on
an out-of-scope investigation, unless DOD is
aware of relevant derogatory information
related to an individual’s continued eligibility
for access. However, when the system of
record flags an individual as having current
adverse information, and eligibility is still
valid, access may continue.”

OFFICE OF THE UNDER SECRETARY OF DEFENSE
5000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-5000

DEC -7 2016

INTELLIGENCE
MEMORANDUM FOR: SEE DISTRIBUTION

SUBJECT: Personnel Security Clearances in Industry

It has come to my attention 1]1 it I Jepartment oi Defense (DoD) Components are denying
contractor me!m ees acces C iliti assified mh\:m mnn hu e the contractor

ion. Recent

> resulted in many periodic reinvestigations

Contractor employees are eligible for
i in the Joint Personnel
. An indiv 1du 1I \\uh current

information, and uligihilisj. is still valid, ¢

Please ensure that 1h1 memorand lum re
Mr. Justin Walsh at (703

fense Intelligence
L Seeurily)
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The Move from Five to Six

OUSD(l) Memo signed 1/17/2017: Extension of
Periodic Reinvestigation Timelines to Address
the Background Investigation Backlog

Tier 3 PRs (SECRET) will continue to be initiated 10
years after the date of the previous investigation.

Tier 5 PRs (TOP SECRET) will temporarily be initiated
six years after the date of the previous investigation
rather than five years. A re-evaluation of the 6 vs. 5
year Tier 5 PR will take place on 12/31/2017.

OFFICE OF THE UNDER SECRETARY OF DEFENSE
S000.0EFENSE PENTAGON
WASHINGTON, DC 20301-5000

JAN 17 2017

n Timelines to Address the Background




22

SAPs Get on Board

E PENT
ON, DC

DOD SAPCO signed 2/10/2017: Temporary

Periodicity and Clearance Submission

MEMORANDUM FOR COGNIZ,

Implementation Guidance for Special Access

SUBJECT: Temporary Pe
Special A

Programs

Tier 3: A SECRET SAP requires a minimum of a final
SECRET clearance based on a investigation within 6
years.

Tier 5: A TOP SECRET SAP requires a final TOP
SECRET clearance based on an investigation within 6
years.

ITHORITY SPECIAL AC
CES




Air Force Gets Involved

Air Force has over 90,000 backlogged v, Y S T .
. . R \ | WRIGHT-PATTERSON AIR FORCE BASE OHIO
iInvestigations.

Creatlng NBlB HUbS at Alr Force MEMORANDUM FOR ALHQCTR/CC/CL

ALHQSTAFF

installations to schedule and interview

FROM: MC/CD

L Childlaw Road
personnel.

SUBJECT: Air Force and National Background Investigation Burcau Hubbing Event

1. The Air Force has over 90,000 bac red investigations. To address this, the SECAF tasked
SAF/AA 10 collaborate with the Nation nd Investigation Bureau (NBIB) to reduce

AF's backlog of person curity investigs sl). One proved miti

approache 1 1ubs AF installations with
large numbers of backlogged PSls.

2. Beginning 30 Oct 17 and ending 19 Jan 18, WPAFB will host the first NBIB hub. My goal is

and ensure all applicable military and civilian personnel schedule and attend th )

when contacted by my Information Protection (IP) stafl or their representatives. This should be
considered a mandatory appointment once linalized.

3. AMFC/IP will began to generate information on scheduling and attendance procedures soon.
My point of contact for this matter is Mr. Tim Jennings, HQ AFMC/IP, (937) 257-1717 or
umothy Jeni

gsi@us.al.mil

2

()
WARREN D. BERRY
Major General, USAF




= Current State:
= 694,000 cases in queue
= 224,000 are T3, 180,000 are T5
= 70,000 are industry
= Receive 50,000 cases a week and close 53,000 cases a week = 4.13 years to work the backlog
at this rate
= Industry met with NBIB to suggest several ideas to include:
= Allowing industry to provide pieces of their employment background checks
= Allowing industry to decide which of their cases should be priority
= Better communication with the FSOs when cases stall

= Allowing industry access to eQIP by design so we can upload investigative information
ourselves

= Offering space to NBIB in highly populated areas so investigators can interview large
populations at once
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= ...the Secretary shall, in consultation with the Director of the Office of Personne/
Management, provide for a phased transition from the conduct of such
investigations by the National Background Investigations Bureau (NBIB) of the
Office of Personnel Management to the conduct of such investigations by the
Defense Security Service...not later than October 1, 2020...

= This will include DSS taking over:

= All DOD clearance and suitability investigations (in addition to the current Continuous
Evaluation mission for the DOD)

= The DOD CAF
= The Personnel Security Assurance Division of DMDC (JPAS/DISS)

= Year 1. ~100,000 T3Rs
= Year 2: T3s
= Year 3: T5s and T5Rs

25



Not later than 180 days after the date of the enactment of this Act, the Director of National
Intelligence...shall submit to the congressional intelligence committees a report that includes the
following:

20

An assessment of whether [the SF86] should be revised to account for the prospect of a holder of
a security clearance becoming an insider threat.

Recommendations to improve the background investigation process.

A review of whether the schedule for processing security clearances included in section 3001 of
the Intelligence Reform and Terrorism Prevention Act of 2004 should be modified.

Evaluation of Splitting the Background Investigation Function

A policy and implementation plan for agencies and departments of the United States
Government, as a part of the security clearance process, to accept automated records checks

A policy and implementation plan for sharing information between and among agencies or
departments of the United States and private entities that is relevant to decisions about granting
or renewing security clearances.



= Securely Expediting Clearances Through Reporting Transparency Act of 2017
= Requires NBIB to report on the backlog of security clearance investigations.

= The NBIB must report on the process for conducting and adjudicating security clearance
investigations for personnel in the Executive Office of the President.

= The NBIB must report on the duplicative costs of implementing a plan for the Defense Security
Service to conduct, after October 1, 2017, security investigations for Department of Defense
(DOD) personnel whose investigations are adjudicated by DOD's Consolidated Adjudication
Facility.

2/



= The Study will:

= Examine the feasibility of charging cleared contractors a fee-for-service, creating a working
capital fund or using an industrial funding fee (IFF) from DoD acquisitions to DSS to fund
contractor personnel security clearance investigations. It will include analysis of the impact on
overall contract costs

= Take into account prior personnel security clearance investigation cost studies from the past

20 years.
= 29 small, medium and large cleared companies to be interviewed as part of the
Study. NISPPAC industry representatives have submitted a white paper with our
position.

28
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Continuous Evaluation

Continuous Evaluation program was initiated in 2014.

Pilots underway for both Government and Industry:
1,100,000 CE cases tested by end of 2017. 300,000 will be
industry. 8% of cases are triggering an alert. Alerts are
scored as Low-Med-High. Low get adjudicated right away,
Med have an adverse submitted, and High will necessitate
an immediate call to the FSO.

By September 30, 2017 each Executive Branch Agency must
have enrolled at least 5% of Tier 5 clearances in CE.

There is a possibility that CE will eventually replace the need
for PRs. If approved, a full PR investigation would only take
place if a CE check warranted the need.

OUSD(l) Memo dated 12/19/2016: DSS will be responsible
for the CE mission.

NBIB Memo dated 2/3/2017: Offering agencies a CE SAC
(Continuous Evaluation Special Agreement Check) for $45.
Agencies will be responsible for adjudication.




= SEAD 1. SECEA Authorities and Responsibilities
= Effective March 13, 2012.

= Establishes the DNI as the Security Executive Agent for all policies concerning investigations,
adjudications and ability to maintain eligibility.

= SEAD 2: Use of Polygraphs

= Effective September 14, 2014.
= Qutlines procedures surrounding usage of polygraphs.

= SEAD 5: Social Media usage in Investigations and Adjudications
= Effective May 12, 2076.

= Allows agencies to use PUBLICALLY AVAILABLE information from social media to include in
investigations and adjudications.

= SEAD 6: Continuous Evaluation (IN DRAFT)
= SEAD 7: Reciprocity (IN DRAFT)

30
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SEAD 3: Minimum Reporting Requirements

Signed December 14, 2016 — Implementation June 12, 2017.
All covered persons are to report “Cl Concerns” on any other
Covered persono Previously WaS |imited to Only those Within an REPORTING REQUIREMENTS FOR PERSONNEL WITH ACCESS TO CLASSIFIED

INFORMATION OR WHO HOLD A SENSITIVE POSITION

organization. Change raises possible legal and other concerns.

“Failure to comply with reporting requirements...may result in
administrative action that includes, but is not limited to revocation
of national security eligibility.”

Pre-approval for foreign travel will be required for collateral
clearance holders once it is incorporated into the new NISPOM.
This will impose a new and large burden on industry and CSAs to
handle the influx of reports that this will now generate.

Collateral under the NISP will not have to comply until incorporated
into NISPOM Conforming Change 3.

Other CSAs will issue their own implementation guidance.

UNCLASSIFIED



https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-security-executive-agent/sead-3-toolkit
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SEAD 4. Adjudicative Guidelines

Signed December 10, 2016 — Implementation June 8, 2017

Same 13 Guidelines as before. Requires all adjudicative
agencies to use ONE STANDARD.

Incorporates the Bond Amendment which states:

You are prohibited from a clearance if you are actively
using illegal drugs or are addicted to drugs.

You cannot obtain an SCI, SAP or access to RD if you
have been convicted of a crime in the US and have
served in prison longer than a year, are mentally
incompetent or received a dishonorable discharge.

Passports will no longer need to be relinquished/destroyed
for cases adjudicated after June 8™, but instead reports will
need to be submitted when foreign travel occurs on the
passport.

Need guidance from DSS on this issue.

SECURITY EXECUTIVE AGENT
DIRECTIVE 4

NATIONAL SECURITY ADJUDICATIVE GUIDELINES




= The new SF86 went live August 27, 2017. Changes include:
= Section 7: Changes to phone numbers
= Section 11: Landlord information
= Section 12: Links to help find school addresses
= Section 13: Employment information changes
= Section 17, 19, 20: Civil marriages and civil unions
= Section 20: Official government travel clarification
= Section 21: Mental Health Revisions

= Section 23: Will clarify that drug use while illegal in states still needs to be disclosed as it is
against federal law: “The following questions pertain to the illegal use of drugs or controlled
substances or drug or controlled substance activity in accordance with Federal laws, even
though permissible under state laws.” Why? Because...

33



Cannabis laws in the United States’

. Jurisdiction with legalized cannabis.

|:| Jurisdiction with both medical and decriminalization laws.’
|:| Jurisdiction with legal psychoactive medical cannabis.

|:| Jurisdiction with legal non-psychoactive medical cannabis.

|:| Jurisdiction with decriminalized cannabis possession laws.

I:I Jurisdiction with cannabis prohibition.

! Includes laws which have not yet gone into effect.
* Marked states have only legal non-psychoactive medical
cannabis.

* Cannabis remains a Schedule | substance under federal law
as of 2015.

* Some cities and Indian Reservations have legalization
policies separate from their surrounding states.




= September 2012, James Clapper issued a memo stating “an applicants decision to
seek mental health care should NOT, in and of itself, adversely impact that
individual’s ability to obtain or maintain a national security position.”

= A new memorandum was signed by Clapper on November 16, 2016 and will be
implemented July 2017.

= Memo here: https://clearance-jobs-
assets.s3.amazonaws.com/pdf/S21%20DNI%20ExecComm%20FOR%20RELEASE.PDF

= Significantly revises the questions surrounding mental health by asking if the person
has:
= Been declared mentally incompetent by a court or administrative agency
= Been ordered to consult with a mental health professional by a court or administrative agency
= Been hospitalized for a mental health condition
= Been diagnosed by a physician or other health professional with specifically listed diagnoses

= A mental health or other health condition that substantially adversely affects judgment,
3c reliability or trustworthiness



https://clearance-jobs-assets.s3.amazonaws.com/pdf/S21 DNI ExecComm FOR RELEASE.PDF
https://clearance-jobs-assets.s3.amazonaws.com/pdf/S21 DNI ExecComm FOR RELEASE.PDF
https://clearance-jobs-assets.s3.amazonaws.com/pdf/S21 DNI ExecComm FOR RELEASE.PDF

= |nitiative started by DSS in July of 2015 that will continue through 2017.

= Purpose is to get a better understanding of the supply chain and the threats/risks
to the Cleared Defense Contractors.

= Survey is MANDATORY & will take considerable effort — 40+ pages of responses
needed that will involve contracts, legal, finance, supply chain and security.

= Large MFOs will be able to coordinate directly with commerce to determine best
way to answer.

= The Facility Security Officer should be notified via mail.
= More info here.
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https://respond.census.gov/criticalfacility/download

Commerce/DSS Critical Facilities Survey
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Security Baseline

*Looks to Industry to identify assets
*Includes security controls currently implemented by Industry
*Provides for DSS review and establishes foundation for Tailored Security Program

Security Review

*Focuses on protection of assets identified in the Security Baseline
*Assesses facility security posture, considers threats, and identifies vulnerabilities
*Results in Summary Report and POA&M to develop the Tailored Security Program

Tailored Security Program (TSP)

*Builds on Security Baseline, Summary Report, POA&M, and recommendations developed during TSP
*Documents effectiveness of security controls
*Applies countermeasures to TSP based on threat

Continuous Monitoring

«Establishes recurring reviews of TSPs by DSS and Industry
*Provides recommendations from DSS based on changing threat environment
*Ensures security controls documented in TSP are still effective

Will TSP =
Compliance?

Who
approves?
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E-FCL
eQIP
SWFT
JPAS
NCAISS
ISFD
OBMS
STEPP

Electronic Facility Clearance

Electronic Questionnaire for Investigation Processing
Secure Web Fingerprint Transmission

Joint Personnel Adjudication System

NISP Central Access Information Security System
Industrial Security Facilities Database

ODAA Business Management System

Security, Training, Education and Professionalization Portal




10/5/2017: Soft Launch 12/2016: Components
Full Deployment TBD Q4 2017: Industry

4/2018: eAPP e-Application
Industry eMASS Enterprise Mission Assurance Support Service

12/2016: Fully operational _. mlcsgs ma:!ona: I(r;dutstnet\l ciec;u_l;u_ty ?ystgm t

: : ational Contract Classification System
4/2018: 40 S OBMS ODAA Business Management System

DISS Defense Information System for Security

NAVAS Joint Verification System

A1 STEPP  Security, Training, Education and Professionalization Portal

online




= 13,500 Cleared facilities accessing classified vs ~300,000 facilities that access CUI

= Will attempt to categorize all SBU into two CUI Areas:
= CUIl Basic
= CUI Specified

42
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CUI Phased Implementation

CUI Approach for Contractor Environment

32 CFR 2002
&
Supplemental

uidance

E.O. 13556

Government

Until the formal process of establishing a single
FAR clause takes place, the CUl requirements in
NIST SP 800-171 may be referenced in federal
contracts consistent with federal law and
regulatory requirements.

NIST
Standards

‘%7

Industry
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= On January 19, 2017, DHS proposed the Homeland Security Acquisition

Regulation (HSAR); Safequarding of Controlled Unclassified Information.

Comments were due April 19, 2017.

Contains 8 current CUI categories and adds 4 that are NOT listed in the NARA
Reqistry:

= Homeland Security Agreement Information

= Homeland Security Enforcement Information

= QOperations Security Information

= Personnel Security Information

Does not explain HOW to protect this information and does not utilize NIST 800-
171 which could require contractors to protect according to an entirely new set of
standards.

More here: https://www.linkedin.com/pulse/new-proposed-dhs-rule-
safeguarding-controlled-critical-robert-metzger?trk=mp-author-card



https://www.federalregister.gov/documents/2017/01/19/2017-00758/homeland-security-acquisition-regulation-hsar-safeguarding-of-controlled-unclassified-information
https://www.federalregister.gov/documents/2017/01/19/2017-00758/homeland-security-acquisition-regulation-hsar-safeguarding-of-controlled-unclassified-information
https://www.linkedin.com/pulse/new-proposed-dhs-rule-safeguarding-controlled-critical-robert-metzger?trk=mp-author-card
https://www.linkedin.com/pulse/new-proposed-dhs-rule-safeguarding-controlled-critical-robert-metzger?trk=mp-author-card

Compliance
by
12/31/2017

Compliance
NOW




UNCLASSIFIED

Federal Contract Information
FAR: 52.204-21 15 Controls

CUl
FAR in DRAFT:
No Requirement Yet NIST 800-171

110 Controls
Covered Defense

Information (CTI & all CUI)
DFARs Subrule 252.204-7012




= |Implemented by NAO (NISP Authorization Office) — formerly ODAA
= Phase 1 (Standalones) started October 2016

= Phase 2 expected to start January 1, 2018 for all other systems

= DAAPM Update, Version 1.2 released on October 31, 2017

= Moving from OBMS to eMASS by Mid-2018

= 25% of Small Businesses are opting out of systems altogether.
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RMF Timelines & ATOs June-September 201/

ATOs Issued Per Region/Month =
Average Number of Days Per Region/Month 656 Total ATOs

Capital Region [Northern Region Southern Region Western Region
September June 38 73 25 46
17 July 37 32 41
41 August 14 40 24 30
28 September 31 60 69 67
15
26
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= How will this affect our supply chain?

= What will happen when DiT, CUI, &
NIST 800-171 takes hold?

= We need better policies for
consultants/security services companies
to support these small companies.

= NISPPAC partnering with Security
Consultant Industry Subcommittee of
NCMS.
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IMPLEMENTATION!




= |f a state is not compliant for its identification to be accepted by a Federal facility,
the state may be granted an extension.

= |f your state ID is not compliant you may use:
= Passport or Passport Card
= REAL ID approved Enhanced Driver’s License (some states already have these)
= U.S. military ID (active duty or retired military and their dependents, and DoD civilians)
= Permanent resident card
= HSPD-12 PIV card (to include RAPIDGate)
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= Move to DBIDS (Defense Biometric Identification System) for Navy. Will enable
continuous vetting by conducting checks on personnel/credential status, warrants,
lost/stolen cards and force protection conditions.

= Abrupt stop of RapidGate credentials at Navy locations. Paper passes are being
used until October. Should be able to use a REALID in order to gain entry — huge
cost savings New Navy security system causing confusion for

= SurelD filed protest on April 18, 2017 commeecisivendore
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