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Happy Wednesday Everyone, I’'m am Heather Sims your 2020 National Industrial Security Program Advisory
Committee or NISPPAC for short, Industry Spokesperson. Some of you may remember me from my time at
than Defense Security Service as the Assistant Deputy Director for Operations and the St. Louis Field Office
Chief and some of you may know me from my time Air Force or with industry. If we haven’t met, I look
forward to meeting you all at the next NCMS National Event.

My goal today is to hopefully provide a short overview what the NISPPAC is, how the eight industry members
represent the over 13k cleared contractors, the membership makeup of the NISPPAC, what is the role of the
Memorandum of Understanding (MOUs) associations to the NIPSSAC is, current working groups established
with the government partners and the importance of our collaboration, the current industry projects/iniatives
and lastly take any questions you may have for me.
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We must first understand how the current National Industrial Security Program or NISP was formed as we know
it today to better understand the role of the NISPPAC.

The NISP was established as a partnership between the federal government and private industry to safeguard
classified information.

Executive Order 12829,, "National Industrial Security Program” as amended by Section 6 of E.O. 13691, was
established to achieve cost savings and to ensure that industry safeguards the classified information with which
it is entrusted while performing work on contracts, programs, bids, or research and development efforts while
working for United States Government. An important part of the Order is for a single, integrated, cohesive
system for safeguarding classified information in industry.

The four major tenets of the NISP are:

1. Achieving uniformity in security procedures.

2. Implementing the reciprocity principle in security procedures, particularly about facility and personnel
clearances.

3. Eliminating duplicative or unnecessary requirements, particularly agency inspections.

4. Achieving reductions in security costs.

As a NISPPAC member these are always on the forefront of the members mind as we represent each of you.

The NISP affects all executive branch agencies. The major signatories of the program are the Department of
Defense, the Department of Energy, the Department of Homeland Security, the Office of the Director of
National Intelligence and the Nuclear Regulatory Commission. This is important as we are supporting
contractors that work for one or many of these signatories at a given time as we are looking for consistencies in
NISP functions.

There are five CSAs that are ultimately responsible for the security of all cleared U.S. contractors. The
Department of Defense, , is the largest CSA with the most classified contracts with industry. Other CSAs
include the Office of the Director of National Intelligence, the Department of Energy, the Nuclear Regulatory
Commission, , and the Department of Homeland Security.
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The NISPPAC was created on January 8, 1993, by the President under Section 103 of Executive Order 12829,
“NISP" Functions: The NISPPAC members advise the Chair of the Committee on all matters concerning the
policies of the NISP, including recommending changes to those policies as reflected in the Order, its
implementing directives, or the operating manual established under the Order, and serves as a forum to discuss
policy issues in dispute.
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https://www.archives.gov/isoo/policy-documents/eo-13691.pdf

The Information Security Oversight Office (ISOO) Director Chairs and appoints the members to the NISPPAC.
ISOO falls under the National Archives and Records Administration and is located at the National Archives
Building in Washington DC.

The members include 16 representatives from Executive branch agencies and eight representatives from
industry. Non-government members represent all types and sizes of NISP contractor entities, whose scope of
operations range from a one-person entity, having a single classified contract to some of the largest U.S.
corporations, as well manufactures, Research and Development, academic communities, and service providers.

All members will have expertise comprising the primary functions of an industrial security program, to include
information, personnel, physical, and information system security.

Public NISPPAC meetings are held no less than 2 times per year.
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Slide 5 provides you a full listing of the current Government and Industry NISPPAC members.

Current members can always be found on the National Archives website under ISOO and then NISPPAC . A
direct link is provided to you on the slide.
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Industry members serve 4-year terms. At least 2 new members are elected every year. If interested in being a
member of the NISPPAC, contact a current industry NISPPAC or MOU member. Elections will be coming up
June 2020.

SLIDE 7-MOU MEMBERS

In April 1990, President George Bush directed the National Security Council to explore the
creation of a single, integrated industrial security program that might result in cost savings and improved
security protection.

Subsequently, representatives from government and industry were invited to participate in an initiative
intended to create an integrated security framework. Industry representatives included security experts from
various industry associations. This group was and still is commonly referred to as the MOU (Memorandum of
Understanding) Group.

Recommendations from the joint government and industry initiative helped led to the creation of Executive
Order 12829, which established the NISP as a single, integrated, cohesive security program to protect classified
information and to preserve our Nation's economic and technological interests.

While industry is now officially recognized through the NISPPAC membership, individual representatives
from the MOU Groups continue to support the NISPPAC in several important ways, including participation in
working groups, and making recommendations to the NISPPAC on proposed and revised national security
policies at the request of the NISPPAC Industry Spokesperson.

As with NISPPAC industry representatives, MOU Group representatives agree that they will not act as
representatives for their specific company; instead, they represent the constituency of their respective
organization or association and, by extension, all private sector members of the National Industrial Security
Program.

Current MOU membership includes
Aerospace Industries Association (AIA)

ASIS International



Contractor Special Security Working Group

Federally Funded Research and Development Centers (FFRDC) /University Affiliated Research Centers
(UARC)

Intelligence and National Security Alliance (INSA)
Industrial Security Working Group (ISWG)
National Defense Industrial Association (NDIA)
Professional Services Council (PSC)

Last but not least, NCMS. I must say your NCMIS President, Ms. Kaohi has been a pleasure to work with this
past year and we have been really able to join forces and represent NCMS members in resolving a variety of
your issues. | look forward to the rest of the year and see what we can do for the better good of industry.
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One of the ways industry achieves it goals is through a variety of Working Groups that include both government
and industry partners. Currently ISOO hosts the following working groups;

1. The Clearance Working Group meets to discuss any, and all personnel and facility clearance issues,
new initiatives and general topics related to these two areas. We are always striving to bring industry’s
issues to the forefront and as a team bring solutions

2. National Interest Determination Working Group is related to those companies under a Foreign Owned,
Controlled, or Influenced (FOCI) mitigation instrument that requires a NID in order to work on
proscribed information. This group is working on reducing timelines and redundancies for the
processing of NIDs

3. NISP Information Systems Authorization Working Group focuses on the accreditation of classified
systems within industry. Their work on bringing forth issues related to e-MASS and accreditation
timelines issues has brought a voice to industry affected by delays.

4. The Policy working group was formed last year to take a look at existing NISP policy and determine
where changes should be made as well as recommend new policy as needed. This group is also
instrument in assisting the industry spokesperson on reviewing and consolidating industry’s comments
on draft policy.

5. While Insider Threat in the NISP is not new, this working group was created late 2019 to discuss the
impacts to the impending Change 2 update. This group is working hard on reviewing the draft ISL,
updating Job Aids and making recommendations on how industry’s insider threat programs should be
assessed.

6. Because of the changes to FAR clauses and the risk known to be associated with our supply chains, we
will be requesting the NISPPAC Chair add the Supply Chain Working Group to the list of ISOO hosting
working groups.

7. While most working groups fall under ISOO, Defense Counterintelligence and Security Agency hosts
working groups as well. Those currently hosted by DCSA are the DISS, NISS and NCCS. All three
related to new or existing government systems that have an impact to all of industry. Industry NISPPAC
is making a motion to bring any and all systems that are NISP related and have an impact on cleared



industry be rolled into a single Systems Working group to be hosted by ISOO. This will provide a
higher level of discussion and ensure that the complexity of the NISP base is well represented.

8. DCSA in the past has also hosted the DSS in Transition working group to move from compliance to a
risk-based approach in oversight. This group is currently inactive, but it has been requested that as
DCSA moves to a new Risk Based Industrial Security Oversight (RISO) or whatever they may call it
that the members of industry NISPPAC be actively involved regardless of what the next version may be.
Including industry in early during the development of new process would allow industry to quickly
identify any negative impacts early and be more effective in coming up with viable solutions to get to
where gov’t is really trying to go.

9. Government and Industry Stakeholders Training Committee is a newly formed gov’t and industry
committee that is designed to review current security training provided by DCSA/CDSE and
recommend new training for the security community. While this group was formed the end of 2019, we
are awaiting on our first virtual meeting likely impacted by COVID-19.

All working groups meet at least twice a year or as required based on need for discussion. There are
opportunities to volunteer for working groups through industry NISPPAC and MOU members. Size is limited.
Each group is reviewed to determine that it represents the complexity of the companies in the NISP and where
industry expertise is required.

SLIDE 9-POLICY

One of the keys impacts the industry NISPPAC members have is the reviewing of current and draft NISP
policy. This past year we saw quite a few draft documents and ensured industry had a voice.

A big one released February 2020 was the DoD CUI policy. This is important to industry as many are seeing
CUI requirements in current contracts. The release of the policy will allow the department to move forward
with training the DoD workforce and the marking of CUI materials which both will take some time and effort.
Industry will see the results of this for years to come.

Many of us that have been in security for years have been waiting a long time for a new NISPOM. Industry
comments were provided back to government on a final review in Jan 2020. We are eager to see if the new
NISPOM will meet it estimated release this year.

While not an actual policy document, a CUI notice was drafted and routed for industry comment proactively as
industry is anticipating a duplication by many gov’t agencies who have a stake in the CUI process. CUI Note
2019- is specific to how and when security requirements on non-federal Information systems will be assessed.
Industry was able to provide comments in Nov 19 and again Jan 2020.

The industry NISPPAC members are instrumental in working with gov’t partners in how Trusted Workforce 2.0
will be rolled out and the impacts to industry.

We saw at a minimum 7 draft Industrial Security Letters (ISLs) this past year. While these are time consuming,
industry’s input is vital to ensure we don’t sign ourselves up for something that will have a negative impact to
operations, add additional costs, or simply not feasible. While I wouldn’t cover each one on slide 9 a major
success of industry’s voices was the cancellation of the Tailored Security Plan Draft ISL. While in theory some
of the ideas made sense, there was no current existing policy for the TSP ISL. ISLs, as a reminder are to
provide clarification for existing policy. We were able to provide those comments back to the NISPPAC and
our voices were heard, loud and clear.



SLIDE 10-2020 INDUSTRY PRIORITIES

While we would like to focus on everything affecting cleared industry it is impossible. The eight industry
members are all volunteers and there are only so many hours in a day as we are all still working full-time
positions within our companies. We have set goals and created the 2020 Key industry Priorities for items we
felt confident would could have some impact on this year. This doesn’t prevent us from shifting based on the
current environment. COVID-19 presented just that opportunity. We all had to shift very quickly a few months
ago. We identified very quickly to gov’t officials impacts and some variances in oversight required right now.
Hopefully you have been able to view updated guidance by many government agencies. We are still focused
moving forward-post COVID-19 with Risk Management, CMMC, TWF 2.0 and Insider Threat. There are
many moving parts for each of these. I have highlighted at least three for each on the slide. This doesn’t mean
that we are not assisting with other issues that may come up. As a reminder always make sure you are working
directly with your assigned Industrial Security Representative first and if not solveable you can always reach
out to your assigned Field Office Chief.

SLIDE 11-WHERE YOU CAN FIND INFO ON THE NISSPAC

As I’'m about ready to close, first off thank you for your time and secondly thank you for what you do day in
and day out for national security. Its often a thankless job and let’s face it, most don’t like to see security
walking into an office. My hopes are that this briefing brought you an understanding of what the NISPPAC is
and that industry does have a voice in the process. Its important to have a united voice and not splintered when
working with our Gov’t partners and customers. We are actively working on your behalf every day. I also
wanted to provide you some real time updates on polices, working groups and process that will affect you and
your programs. Transparency is key and will make everyone an equal partner in the NISP.

If you are interested to read more on the NISPPAC I have attached the link to the NISPPAC site on the ISOO
and NCMS websites.

Additionally, something new we started last year was a direct link to the Industry NISPPAC members via an
email site. Feel free to reach out with your questions, comments and/or suggestions.

I did leave some time for any questions you may have or any points of clarification I can add. Thank you to all
those that took time out of your day and called in. Have a great rest of your day.



