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National Industrial Security Program (NISP)

* The National Industrial Security Program, or NISP, is a Government-Industry partnership established in
1993 by Executive Order 12829 and is focused on safeguarding classified information.

* The four major tenets of the NISP are:

@ Uniformity in Security Procedures

Reciprocity, particularly with Facility and Personnel Clearances

Eliminating Duplicative and Unnecessary Requirements

@ Reduction of Costs

* The Department of Defense (DoD) Regulation 5220.22-M, more commonly referred to as the National

Industrial Security Program Operating Manual, or NISPOM, defines the requirements, restrictions, and
safeguards that industry must follow.

* There are five Cognizant Security Agencies (CSAs) that are ultimately responsible for the security of all
cleared U.S. contractors. The DoD is the largest CSA with the most classified contracts with industry.
Other CSAs include the Office of the Director of National Intelligence, the Department of Energy, the
Nuclear Regulatory Commission, and the Department of Homeland Security.

Source: https://www.archives.gov/isoo/oversight-groups/nisp
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NISPPAC 101

 ESTABLISHMENT: The NISPPAC was created on January 8, 1993, by
the President under Section 103 of Executive Order 12829, “NISP"
Functions: The NISPPAC members advise the Chair of the Committee
on all matters concerning the policies of the NISP, including
recommending changes to those policies as reflected in the Order, its
implementing directives, or the operating manual established under
the Order, and serves as a forum to discuss policy issues in dispute.

 Comprised of 16 government and 8 industry members

* Meets publicly at least twice a year

* Creates Working Groups covering several NISP topic areas

* Industry members represent the 13K+ companies in the NISP



NISPPAC Membership

Membership: The ISOO Director chairs the NISPPAC, and appoints the members. The members include 16
representatives from Executive branch agencies and eight representatives from industry and MOU industry
organizations.
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Source: https://www.archives.gov/isoo/oversight-groups/nisppac/membership.html
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NISPPAC

Current Industry Members
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Robert Harney Northrop Grumman 2020
Brian Mackey BAE Systems 2020
Dennis Arriaga SRI International 2021
Dan McGarvey Alion Science and Technology 2021
Rosie Borrero ENSCO 2022
Cheryl Stone RAND Corp 2022
Heather Sims General Dynamics 2023

Aprille Abbott MITRE 2023



NISPPAC
Industry Memorandum of Understanding (MOU) Members

Aerospace Industries Association Kai Hanson
ASIS International Matt Hollandsworth
Contractor Special Security Working Group Joseph Kraus
Federally Funded Research and Development Shawn Daley
Centers /University Affiliated Research Centers

Intelligence and National Security Alliance Kathy Pherson
Industrial Security Working Group Marc Ryan
National Classification Management Society Cathe Kaohi

National Defense Industrial Association Michelle Stuphin

Professional Services Council Charlie Sowell



National Industrial Security Program Policy Advisory Committee
Working Groups

ISOO Hosted NISPPAC Working DCSA Hosted Working Groups

Groups ***Defense Information System for Security (DISS)
Improvement-New

***National Industrial Security System (NISS)

Clearance (covers PCLs and FCLs)

National Interest Determination (NID)-FOCI

***National Industrial Security Program Contracts
NISP Information Systems Authorization (NISA) Classification System (NCCS)

Risk-Based Industrial Security (RISO)-INACTIVE

Policy (Newly Formed) Previously DIT

Insider Threat (Newly Formed)
Government and Industry Stakeholders Training

< Supply Chain Working Group (Pending) Committee (NEW)

¢ Industry requests a Supply Chain Working Group
***Discussion to consolidate all systems into a NISPPAC Systems WG



NISP Policy Under Review

Policy Items under Review

DoD CUI Policy-Approved and Released
NISPOM Rewrite-Industry comments provided 1/13/2020

CUI Note: 2019-XX-Assessing Security Requirements for CUl within Non-Federal
Information Systems-Industry comments provided 11/5/19 and 1/20 /mtg set to discuss

Personnel Security Policy Reform-Trusted Workforce 2.0
Draft Industrial Security Letters (ISLs):

Usage of EPL List and Crosscut Shredders-Industry comments provided 6/20/19Pending Signature

Investments in Marijuana-Industry comments provided 6/27/2019--No policy/quidance from gov’t

Insider Threat-Industry comments provided 11/5/19

SEAD 3 —Adverse Information Reporting-Industry comments provided 11/6/19 & 5/4/2020

Tailored Security Plan- CANCELLED Pending ISLs and new policy may be on hold until
required Federal Rule is attached-Reference EO

Top Secret Accountability- Industry comments 12/13/19 13891
DAAPM version 2.1 — Industry submitted comments




2020 Key Industry Priorities
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Industry NISPPAC on the Web

https://www.archives.gov/isoo/oversight-groups/nisppac
https://classmgmt.com/nisppac.php
nisppacindustry@gmail.com

NATIONAL INDUSTRIAL SECURITY PROGRAM POLICY ADVISORY COMMITTEE (NISPPAC)

Industry Representatives’ Informational Site

POLICY ADVISORY COMMITTEE (NIPFAC)

HATIONAL INDUSTRIAL SECORITY FROGRAM NISPPAC Industry ~ MOU Working  News & Policy Official

Members Group Groups Resources Timeline Website

HOME

In April 1990, President George Bush directed the National Security Council to explore the creation of a single, integrated industrial security program that might result in
Login cost savings and improved security protection.

Join NCMS Recommendations from representatives from government and industry were invited to participate in an initiative intended to create an integrated security framework. This
initiative led to the creation of Executive Order (EQ) 12829, which established the National Industrial Security Program (NISP), a single, integrated, cohesive security

About : - . A i o
program to protect classified information and to preserve our Nation's economic and technological interests.

Chapters
EO 12829 also established the National Industrial Security Program Policy Advisory Committee (NISPPAC). The NISPPAC is chaired by the Director of the Information

Events Security Oversight Office (1SO0), who has the authority to appoint sixteen representatives from Executive Branch agencies and eight non-governmental members. The
eight non-governmental members represent the approximately 13,000 cleared defense contractor organizations and serve four year terms.

¢+ Industry NISPPAC

NCMS Speaker Database This website serves as a way for industry to gain a better understanding of the non-governmental members involvement in order to help the community stay abreast of

the ever-changing security posture.
Scholarship Program
To watch a short video on the history of the NISP, click here

Member Résumeés

Charter £ | Bylaws £ | Upcoming Public NISPPAC meeting
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