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Agenda 

 Current NISPPAC/MOU Membership 

 Impacts of Policy Changes 

 Working Groups 
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Members Company  Term Expires 

Michelle Sutphin BAE Systems 2018 

Martin Strones Strones Enterprises 2018 

Dennis Keith Harris Corp 2019 

Quinton Wilkes L3 Communications 2019 

Robert Harney Northrop Grumman 2020 

Kirk Poulsen Leidos 2020 

Dennis Arriaga SRI International 2021 

Dan McGarvey Alion Science and Technology 2021 

NISPPAC Industry Members 
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National Industrial Security Program 
Industry MOU Members 

Industry Association Chairperson 
AIA  Steve Kipp 

ASIS  Bob Lilje  

CSSWG Brian Mackey 

FFRDC/UARC Shawn Daley 

INSA Larry Hanauer 

ISWG  Marc Ryan 

NCMS  Aprille Abbott* 

NDIA Mitch Lawrence 

PSC Matt Hollandsworth 

*New since last meeting 
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Impacts of Policy Changes - Overview 
 Industry has encountered vast amounts of change in the past year and does not 

anticipate this slowing.  Industry and USG both need increased fidelity on the 
costs of NISP implementation before additional reforms and new regulations are 
considered. 

 The growing backlog of personnel security investigations and long lead time for 
meaningful reform to take hold will place national security at risk as both the USG 
and industry struggle to deliver responsive solutions from a tightening cleared 
labor market. 

 Industry will be responsive to new initiatives, preferably if included in preparatory 
phases and where intended outcomes are clearly communicated.   
 

September October November December January February April August September 
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New Business: Legislation Watch 
Creation of Committees 

 NDAA 2017 Section 1647: Formation of an “Advisory Committee on Industrial 
Security and Industrial Base Policy” 
 Charter filed April 30, 2017 
 Awaiting more clarification on committee members and funding 

 NDAA 2018 Section 805: Formation of an “Defense Policy Advisory Committee on 
Technology” 
 Committee comprised of Industry and Government to share technology threat information 
 Will meet at least annually from 2018 to 2022 
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New Business: Legislation Watch 
Clearance Reform 

 NDAA 2018, Section 938: DOD Investigations transition from NBIB to DSS 
 Will require DSS to conduct all DOD investigations not later than October 1, 2020 

 S. 1761: Intelligence Authorization Act of 2018 
 Section 602: Governance Council for Suitability, Credentialing and Security 
 DNI to submit reports on improving the background investigation process, reviewing the 

schedule for processing security clearances, evaluation of splitting the background 
investigation function, an assessment of the SF86, etc. 

 HR 3210: SECRET Act of 2017 
 Requires the NBIB to report on the backlog of security clearance investigations and must 

report on the duplicative costs of implementing a plan for the DSS to conduct security 
investigations. 
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New Business: Fee for Service Survey 

 Led by the Office of Cost Assessment and Program 
Evaluation (CAPE), DoD completed a study of options 
related to funding of personnel security investigations 
exploring: 
 Fee for Service 
 Working Capital Fund 
 Industrial Funding Fee 

 29 small, medium and large cleared companies were 
selected and interviewed. 

 NISPPAC submitted a white paper with our position: the 
current model, if properly funded, will work.  It is not the 
method of funding causing the problem, but the lack of 
funding. 



    |    9 

New Business: DSS in Transition 
 NISPPAC is participating on both the Core Group and Focus Group in order to 

partner with DSS on formulating a new methodology and we are already seeing 
an evolution. 

 We are committed to the mission but concerned about lack of resources or 
training for implementation on the part of both government and industry. 
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Security Baseline 

Security Review 

Tailored Security Program (TSP) 

Continuous Monitoring 
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Old Business: DHS Proposed Rule HSAR Case 2015-001 
 New rule being proposed by DHS will add four new categories of CUI that are not in the NARA CUI Registry. 
 Safeguarding does not require the use of NIST 800-171 standards. 
 This new regulation may require differing protections for these categories of CUI which will require different 

network configurations and separate servers; having a large cost impact on contractors supporting DHS. 
 NISPPAC and the MOUs submitted formal response; CODSIA response also submitted 
 Seen as unnecessary complexity and potential for duplication of efforts and added cost to industry. 
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Old Business: SEAD 3 

 SEAD 3 was signed in December of 2016, to be effective 
June 12, 2017.  

 Pre-approval for foreign travel will be required for collateral 
clearance holders once it is incorporated into the new 
NISPOM.  This will impose a new and large burden on both 
industry, DSS and other CSAs to handle the influx of reports 
that this will now generate.  Will also need to de-conflict the 
process: who will be responsible for approving?  Industry or 
Govt? 

 NISPOM CC3 coordination is underway.  SEAD 3 will be an 
addendum with the ability for CSAs to issue their own 
implementation guidance. 

 Concern from industry over redundant reporting and 
differing reporting on the same employee to multiple CSAs. 
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NISPPAC 
Working Groups 

 NISPOM Re-Write 
 Efforts continue.  Last and final meeting held October 19, 2017.  Government coordination will now take 

over. 
 

 DSS In Transition (Formerly RBAM) 
 Currently, industry is on board with transitioning to different methodology provided proper training and 

resources are allocated to both government and industry. 
 NISPPAC supplied 66 industry names to participate on one working group (Industry IPT Members) and 

one focus group (Industry Focus Group) surrounding the New DSS Methodology.  Four meetings of the 
Core Group and 1 meeting of the Focus Group have been held thus far. 

 
 NID Ad-Hoc Meeting 

 No further meetings until finalization of 32 CFR 2004. 
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NISPPAC 
Working Groups (continued) 

 Insider Threat Working Group 
 Will focus on how DSS (and the rest of the USG) will start to evaluate and rate industry on the 

“effectiveness of insider threat programs” in 2018. 
 Currently no automated process when adverse is entered into Scattered Castles to alert DSS 

 NISP Information Systems Authorization (NISA) Working Group (Formerly C&A WG) 
 Working group focus is on incorporating the Risk Management Framework (RMF) into future process 

manual updates.  
 Industry participated in DSS hosted WG to review the DAAPM. 
 Closely looking at statistics to see timeliness and locations of ATOs submitted.  Northern Region 

currently has longest timelines. 
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NISPPAC 
Working Groups (continued) 

 Personnel Clearance Working Group name was changed to Clearance Working Group. 
 Applications 

 JPAS 
• Current system of record 

 Defense Information Systems for Security (DISS) 
• Working to formulate a DISS Government/Industry working group in place 
• Projected go live for Industry Q3 of 2018 
• Still awaiting an Industry Advocate for the Governance Review Board for DISS change requests 
• Training overview has been developed; concern regarding lack of detailed training to be made available to 

industry and government 
 eQIP 

• eQIP will be replaced with eAPP.  Industry is requesting more information on this transition as well as participation 
in a beta test.  Unsure of potential impacts between eAPP and DISS. 
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NISPPAC 
Working Groups (continued) 

 Applications (continued) 
 NISP Contractor Classification System (NCCS)  

 Currently one POC at DSS to set up accounts.  Backup needed.  
 Timeline for incorporation into the Knowledge Center? 

 Development of National Industrial Security System (NISS) 
 Have participated in multiple beta testing sessions 
 Awaiting the date when NISS will be the official system of record 
 Unsure when training will be released 
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