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Industry Questions / Concerns

New proposed Facility Pre-decisional Security Rating Score (SRS)

Accounting for Top Secret material when in electronic form

Continuous Evaluation (CE) and lack of understanding concerning terminated employees
Agencies not recognizing reciprocity of individuals in CE that are out of scope

"Deliver Uncompromised” initiative

Future OUSDI guidance on use of marijuana, ownership of stocks involved with marijuana and use
of other products derived from marijuana (marijuana/CBD oil purchased for your pet) — is this
reportable?

NSA released new Evaluated Products List and removed equipment that had been previously
approved for DVD destruction. Industry was left in limbo with no guidance from sponsoring
agencies.

Industry Proposed Solutions / Requests
= Industry and Government have encountered vast amounts of security policy and procedural

changes in the past two years and do not anticipate this slowing. Implementation is difficult when
Industry expertise is not leveraged early in the planning process. Collaborating with Industry will
reduce some of the challenges when executing new national security policy.



New Business: DSS and CUI

Industry Questions / Concerns |
How will CUI governance be distinguished from NISP . "
governance?

How might this impact DSS' ability to remain responsive on ‘
matters under NISP governance?

Industry is currently being asked during DSS assessments to
describe DFARS compliance for CDI on unclassified networks.

With increased Comprehensive Security Assessments under DIT,
will Industry be increasingly evaluated on protection of
CUI/CTI?

Industry Proposed Solutions / Requests
Industry stands ready and willing to interface and work with
DSS on suggestions for implementation on both governance
and compliance

Industry requests guidance on DFARS compliance during
current DSS assessments




New Business: DSS in Transition (DiT)

Industry Questions / Concerns

Variances in implementation from one DSS field office to the next
to include inconsistency of certain DSS activities within DiT
(Meaningful Engagement) as well as the potential industry
adoption of elevated Industrial Security Requirements Tailored
Security Plan (TSP’s)

Smaller companies without key technologies will not be seen or
reviewed and the vulnerabilities this might introduce into the
supply chain

Coordination with the GCA's and the concern about the impacts
of introducing vulnerability information to the GCA outside the
scope of a contract

Industry Proposed Solutions / Requests

NISPPAC will receive a briefing on the new assessment model on
26 March 2019 to get a better understanding of the process.

NISPPAC requests guidance on what an acceptable TSP is, the
process to get there and how that will be evaluated

Industry requests the opportunity for collaboration when
coordinating with the GCA’s on vulnerability information
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Industry Questions / Concerns

= February 2019 Voice of Industry indicates there is a draft Industrial Security Letter (ISL) coming
soon for Industry comment on evaluating Insider Threat Program Effectiveness

= Will the CDSE site include the new Insider Threat evaluation process?
= NISPPAC awaiting draft ISL

= NID timelines are growing and NSA revoked all blanket NIDs without notice or coordination with
Industry

Industry Proposed Solutions / Requests

= NISPPAC requests more involvement in the Insider Threat Program evaluation criteria and
processes

= Industry would like to convene the NID working group to review timelines and processes



New Business: DOD Memo: Transfer of Elements to DSS
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National Industrial Security System (NISS):
= Still in transition
= Latency issues
= Increase in facility clearance timelines
= Awaiting guidance on when Industry must have access

Defense Information System for Security (DISS):
= Concern regarding roll-out and lack of available user training
= Increasing call volumes/wait times of DMDC help desk
= How many users with current accounts?

NISP Contracts Classification System (NCCS):
= Concern regarding timely provisioning of the system
= Available training for both Industry and Government
= Still awaiting information regarding a help desk for industry to call with questions

eAPP:

= Awaiting go live date and transition plan
eAgency:

= Awaiting beta test, go live date and transition plan
eMASS:

= Lack of involvement with NISA working group on test phases, functionality, roll-out, etc.



Industry Questions / Concerns
= What will happen when DiT, CUI, & NIST 800-171 takes hold?
= How will this affect our supply chain?

= Based on white paper submitted to DSS by NCMS, DSS is
engaging with DMDC to determine if system access to JPAS,
SWFT and DISS can be accomplished without an eligibility.

Industry Proposed Solutions / Requests

= Industry needs policies for consultants/security services
companies
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Old Business: SEADs

Industry Questions / Concerns

Industry is still awaiting implementation information
regarding travel reporting under SEAD 3. Reporting foreign
travel for all suitability, collateral, SAP and SCI individuals
may adversely impact both government and Industry,
especially if the reporting mechanisms vary per customer.

Draft ISL SEAD 3 verbiage has been reviewed by Industry
and suggestions have been submitted

Industry Proposed Solutions / Requests

NISPPAC requests to see draft ISL for SEAD 3 before final
release to industry

Industry is aware SEAD 8 draft is under coordination and is
awaiting response on the ability to provide input

UNCLASSIF

PORTING REQUIRE LRSONNEL WITH ACC SIFIED
INFORMATION OR WHO HOLD A SENSITIVE POSITION

(E 12 Ju

rovernment
Employment, Fitness for r Employees, and i ational
Security Information; EO 13549, Classified National Security Information Program for State,
Local, Tribal and Private Sector Entities; Presidential Decision Directive/NSC ecurity
Awareness and Reporting of Foreign Contacts: Performan ccountability Council memorandum,
Assignment of Functions Relating to Coverage of Contractor Employee Fitness in the Federal
Investigative Standards, 6 December 2012; and other applicable provisions of law.
B. PURPO! rity ive A EA) Directive establishes reporting
requirements for B have access to classified information or hold a
sensitive position. I g in this Directive should be construed to limit the authority of agency
heads to impose additional reporting requirements in accordance with their respective authorities
under law or regulation
C. APPLICABILITY: This Directive applies to any executive branch agency or covered
individual as defined below.
D. DEFINITIONS: As used in this Directive, the following terms have the meanings set forth
below:

1. > utive agen as defined in Section 105 of Title 5, United States
Code (U.S.C.), including the “military department,” as defined in Section 102 of Title 5, U.S.C.,
and any other entity within the E i that comes into possession of classified

ified information™: Information that has
mined pursuant to EO 13 F edecessor or successor order, or the Atomic Ene
as amended, to require protection against unauthorized disclosure.

“Cohabitant™: A person with whom the covered individual resides and shares bonds of
affection, obligation, or other commitment, as opposed to a person with whom the cove
individual resides for reasons of convenience ( a roommate).

4. “Controlled Substan Any controlled substance as defined in 21 U.S.C. 802.

5. “Covered Individual™:




Industry Questions / Concerns

= NDAA 2017 Section 1647: Formation of an "Advisory Committee on Industrial Security and
Industrial Base Policy”. Charter filed April 30, 2017

= Awaiting clarification on committee members and funding

= NDAA 2018 Section 805: Formation of an "Defense Policy Advisory Committee on Technology”
= Committee comprised of Industry and Government to share technology threat information
= Will meet at least annually from 2018 to 2022
= Awaiting clarification on committee members and information sharing

Industry Proposed Solutions / Requests

= NISPPAC recommends ISOO be one of the members of both committees since this agency
represents Industry
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