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Agenda

 Current NISPPAC/MOU Membership

 Policy Changes and Impacts

 New Business

 Systems

 Old Business



|    3

Members Company Term Expires

Quinton Wilkes L3Harris 2019

Dennis Keith L3Harris 2019

Robert Harney Northrop Grumman 2020

Brian Mackey BAE Systems 2020

Dennis Arriaga SRI International 2021

Dan McGarvey Alion Science and Technology 2021

Rosie Borrero ENSCO 2022

Cheryl Stone RAND Corp 2022

National Industrial Security Program Policy Advisory Committee 
Industry Members
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National Industrial Security Program Policy Advisory Committee 
Industry Memorandum of Understanding (MOU) Members

Industry Association Chairperson

AIA Kai Hanson

ASIS Matt Hollandsworth

CSSWG Joseph Kraus*

FFRDC/UARC Shawn Daley

INSA Kathy Pherson

ISWG Marc Ryan

NCMS Cathe Kaohi*

NDIA Rick Lawhorn

PSC Charlie Sowell*
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Policy Changes and Impacts

Industry Questions / Concerns
 New proposed Facility Pre-decisional Security Rating Score (SRS)

 Continuous Evaluation (CE) and lack of understanding concerning terminated employees 

 Agencies not recognizing reciprocity of individuals in CE that are out of scope 

 Deferring of closed investigations pending adjudication at the DOD CAF and what deferred means
• Impact to reporting requirements for timeliness of adjudications

 “Deliver Uncompromised” initiative

 Future OUSDI guidance on use of marijuana, ownership of stocks involved with marijuana and use of other 
products derived from marijuana (marijuana/CBD oil purchased for your pet) – is this reportable?

 NSA released new Evaluated Products List (EPL) and removed equipment that had been previously approved 
for DVD destruction. Industry was left in limbo with no guidance from sponsoring agencies. 

• Draft ISL received for review concerning guidance from DCSA when an EPL is updated, awaiting feedback on comments  

 Accounting for Top Secret material when in electronic form 
• Draft ISL received 11 July for review

Industry Proposed Solutions / Requests
 Industry and Government have encountered vast amounts of security policy and procedural changes in the 

past two years and do not anticipate this slowing. Implementation is difficult when Industry expertise is not 
leveraged early in the planning process. Collaborating with Industry will reduce some of the challenges when 
executing new national security policy. 
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New Business: Insider Threat and NID

Industry Questions / Concerns

 June 2019 received draft Industrial Security Letter (ISL) for Industry comment on evaluating Insider 

Threat Program Effectiveness 

 Will the CDSE site include the new Insider Threat evaluation process?

 NISPPAC evaluating and consolidating comments on ISL 

 June 2019 received draft ISLs for Crosscut Shredders and Investment Reporting

 Comments on Destruction Using Crosscut Shredders submitted 20 June, awaiting response

 Comments on Investment Reporting submitted 27 June, awaiting response

 NID timelines for some companies are over 170 days

 DCSA approved BAE NID waiver for TS, COMSEC, and SAP

Industry Proposed Solutions / Requests

 NISPPAC requests continued involvement in Insider Threat Program evaluation criteria/processes

 Industry would like to convene the NID working group to review timelines, processes, and possible 

NID waiver for SCI
6
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Ongoing Business: DCSA and CUI

Industry Questions / Concerns

 How will CUI governance be distinguished from NISP governance?

 How might this impact DSS’ ability to remain responsive on matters 

under NISP governance?

 Industry is currently being asked during DCSA assessments to describe 

DFARS compliance for CDI on unclassified networks.

 With increased Comprehensive Security Assessments under DiT, will 

Industry be increasingly evaluated on protection of CUI/CTI?

 How does the Cybersecurity Maturity Model Certification play into this?

Industry Proposed Solutions / Requests

 Industry stands ready and willing to interface and work with DCSA on 

suggestions for implementation on both governance and compliance

 Industry requests guidance on DFARS compliance during current DCSA 

assessments

 NISPPAC gathered information from industry on current methods of 

assessment and provided to ISOO on 19 June for review, awaiting feedback
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Ongoing Business: DCSA in Transition (DiT)

Industry Questions / Concerns

 Variances in implementation from one DCSA field office to the 

next to include inconsistency of certain DCSA activities within DiT 

(Meaningful Engagement) as well as the potential industry 

adoption of elevated Industrial Security Requirements Tailored 

Security Plan (TSP’s)

 Smaller companies without key technologies will not be seen or 

reviewed and the vulnerabilities this might introduce into the 

supply chain

 Coordination with the GCA’s and the concern about the impacts 

of introducing vulnerability information to the GCA outside the 

scope of a contract

Industry Proposed Solutions / Requests

 NISPPAC receive a briefing on the new assessment model on 26 

March 2019 to get a better understanding of the process
 Industry commented and voiced concerns

 DCSA communicated the process is still in development

 NISPPAC requests guidance on what an acceptable TSP is, the 

process to get there and how that will be evaluated

 Industry requests the opportunity for collaboration when 

coordinating with the GCA’s on vulnerability information
8



|    9

Ongoing Business: Transfer of Elements to DSS

Industry Questions / Concerns

 Trusted Work Force 2.0 

 Currently there is no NISPPAC representation in the 

Trusted Work Force 2.0 meetings

 Industry received Trusted Workforce 2.0 briefing from 

DNI on 28 March 2019

Industry Proposed Solutions / Requests

 Industry requests that a NISPPAC member attend the Trusted 

Workforce 2.0 meetings

9
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Systems – Industry Questions / Concerns
National Industrial Security System (NISS): 

 Still in transition

 Latency issues

 Increase in facility clearance timelines

 Awaiting guidance on when Industry must have access   

Defense Information System for Security (DISS): 

 Concern regarding roll-out and lack of available user training

 DISS replacing JPAS as system of record  

 How many users with current accounts?

NISP Contracts Classification System (NCCS): 

 Concern regarding timely provisioning of the system

 DCSA is engaged with Industry on strategic plan for transition

 Initiating a working group to provide feedback and possible improvements

eAPP: 

 Awaiting go live date and transition plan 

eAgency: 

 Initial look at the system in Aprill 2019, awaiting go live date and transition plan

eMASS:

 System was rolled out May 6, 2019 with many obstacles for industry; difficulty getting access with a PKI cert, latency issues, system 

maintenance / patching, etc

 Most issues have been resolved and industry will continue working with DCSA to help facilitate the progress
10
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Old Business: Small Business in Crisis

Industry Questions / Concerns

 What will happen when DiT, CUI, & NIST 800-171 takes hold?

 How will this affect our supply chain?

 Based on white paper submitted to DCSA by NCMS, DSS is 

engaging with DMDC to determine if system access to JPAS, 

SWFT and DISS can be accomplished without an eligibility.

Industry Proposed Solutions / Requests

 Industry needs policies for consultants/security services 

companies

11
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Old Business: SEADs

Industry Questions / Concerns

 Industry is still awaiting implementation information 

regarding travel reporting under SEAD 3.  Reporting foreign 

travel for all suitability, collateral, SAP and SCI individuals 

may adversely impact both government and Industry, 

especially if the reporting mechanisms vary per customer.

 Draft ISL SEAD 3 verbiage has been reviewed by Industry 

and suggestions have been submitted

Industry Proposed Solutions / Requests

 NISPPAC requests to see draft ISL for SEAD 3 before final 

release to industry 

 Industry is aware SEAD 8 draft is under coordination 
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Old Business: Legislation Watch
Creation of Committees

Industry Questions / Concerns

 NDAA 2018 Section 805: Formation of an “Defense Policy Advisory Committee on Technology”

 Committee comprised of Industry and Government to share technology threat information

 Will meet at least annually from 2018 to 2022 

 Awaiting clarification on committee members and information sharing

Industry Proposed Solutions / Requests

 NISPPAC recommends ISOO be one of the members of the committee since this agency 

represents Industry
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