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National Industrial Security Program Policy Advisory Committee
Working Groups

ISOO Hosted NISPPAC Working DCSA Hosted Working Groups

Grou PS Defense Information System for Security (DISS)
Improvement-New

Clearance

) o National Industrial Security System (NISS)
National Interest Determination (NID)

National Industrial Security Program Contracts
NISP Information Systems Authorization (NISA) Classification System (NCCS)-NEW

i - E
Policy (previously NISPOM Rewrite)-New Insider Threat-INACTIV

Risk-Based Industrial Security (RISO)-INACTIVE
Previously DIiT

% Industry requests convening of NID working group
* Industry requests convening of the RISO working group
% Industry request convening of the Insider Threat working group



Policy Reviews

Policy Items under Review

* NISPOM Rewrite-Industry comments pending

e Conforming Change 3-Industry is awaiting product for review

* CUI Note: 2019-XX-Assessing Security Requirements for CUl within Non-Federal

Information Systems-Industry comments provided November5, 2019

* Draft Industrial Security Letters (ISLs):
* Usage of EPL List and Crosscut Shredders-Industry comments provided June 20, 2019-STATUS?
* Investments in Marijuana-Industry comments provided June 27, 2019-STATUS?
* Insider Threat-Industry comments provided November 5, 2019
* SEAD 3 —Adverse Information Reporting-Industry comments provided November 6, 2019
* Tailored Security Plan-Industry comments pending
* Top Secret Accountability-/ndustry comments pending
* DAAPM version 2.1 — Industry comments pending

Industry Proposed Solutions / Requests

* Implementation is difficult when Industry expertise is not leveraged early in the planning
process on changes across the NISP. Early strategic communication and collaboration
with Industry may reduce some of the challenges when implementing new or updated

security policy.



2020 Industry Key Efforts

* Risk Based Industrial Security Oversight (RISO) e Controlled Unclassified Information (CU') &
o Very little engagement has left industry with variances in . . e .
implementation between DCSA field o¥f|c¢s and inconsistencies Cybersecu”ty Matunty Model Certification (CMMC)
within DCSA activities (Engagement Terminology) o The existing guidance is conflicting. Thus leading to inefficiencies for
© !rgﬁgrséayég&'ﬁgnplc;fneﬁ.‘égts)dv\llpcﬁgfﬁ”ggﬁf;%rr'tgoﬁfﬂauc'{f;?ents both government and industry. Industry is awaiting information from
obligations DCSA on the overview of steps taken to ensure a consistent approach

o Possibility of creating new vulnerabilities—Introduction of to oversight of the NISP.
vulnerabilities into supply chain by little oversight of companies o Who owns the overall process?
w/out key technologies

WHAT IS HAPPENING AND WHEN? HOW CAN INDUSTRY HELP? HOW CAN INDUSTRY BECOME MORE INVOLVED?
* InsiderThreat * Trusted Workforce 2.0 and Personnel Vetting
o Model of success for future ISL creation and implementation! o Continuous Evaluation (CE) and lack of understanding concerning
o Will the self-assessment checklist be updated? terminated employees
o Will the CDSE job aides be updated to reflect ISLincorporated © Agencies not recognizing reciprocity
changes? o IB]eefaeI:ging adjudications of closed investigations-what does deferred

o How will DCSA be trained to validate company plan effectiveness?
o Policy timelines

o Transition from Reciprocity to Transfer of Trust
Transition of Continuous Evaluation to Continuous Vetting

WHAT ARE THE NEXT STEPS? HOW CAN INDUSTRY HELP? HOW DOES INDUSTRY STAY INFORMED?

Industry and government would both benefit from early and increased engagement.



Systems — Industry Questions / Concerns

National Industrial Security System (NISS):
* Still in transition
* Continued Latency issues

* Increase in facility clearance timelines

Defense Information System for Security (DISS): DCSA DISS Working Group Engaged
* Concern regarding roll-out and lack of available user training
* DISSreplacing JPAS as system of record. When?

* How many users with current accounts?

NISP Contracts Classification System (NCCS): DCSA NCCS Working Group Established
* Concern regarding timely provisioning of the system

* DCSA is engaged with Industry on strategic plan for transition

eAPP:

* Awaiting go live date and transition plan

agency:

* Initial look at the system in April 2019, awaiting go live date and transition plan

eMASS:

* System has been live since May 2019 and industry will continue working with the NISP AO on identifying modifications needed to enhance
efficiency

* RMF timelines has increased and causing systems to be shut down. Industry is awaiting feedback on implementing more ATO extensions for
existing low-risk systems versus system shut-down due to paperwork and process issues.



Industry Questions / Concerns

What will happen when RISO, CUI, & CMMC is fully implemented?
How will this affect supply chains?

Who has ultimate oversight of consultants/small companies in the
supply chain to ensure duplicative assessments will not be
conducted by multiple government agencies and prime
contractors?

Based on white paper submitted to DCSA by NCMS, DCSA is
engaging with DMDC to determine if system access to JPAS, SWFT
an DI?SS can be accomplished without an eligibility.-What is the
status:

Industry Proposed Solutions / Requests

We need to discuss implications of security policies/practices and
Brocedures implemented on industry in advance. We also need

etter policies for consultants/security services companies to
support these small companies.




