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"DSS in Transition: A New Methodology" (DiT) DiT expanding to include counterintelligence mission Yhttp:

NISP 11/21/2016

2 -

DSS's Special Edition November newsletter outlined a new methodology / strategy that will be "intelligence-lead, asset focused, and threat-driven. 
Concern that while Industry was involved in discussions, Newsletter and Directors address at AIA were not consistent with known progress of changes. 

Announced that DSS name will change to Defense Counterintelligence Security Agency (DCSA)
Look for executive order for DSS/DCSA to include:
1. National Center for Credibility Assessment (polygraph) (from DIA), 
2. SCIF accreditation from DIA will come to DSS
3. Functional management of Counterintelligence (they will control the function, resources, money), they will not be doing the mission.

11/2/2018 Look for executive order soon which will expand the scope of DSS

11/21/2016 Added

4/26/2018 Current concern that the DiT new methodology is not sustainable given the number of contractors and DSS Resources.

4/4/2018 DSS web page on DIT contains updated information. Piloting DIT in 2018 with select companies. 12x13 matrix tool published at 
CDSE.

6/8/2018 DSS CI Countermeasures Matrix link added to DSS's DiT page.
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RapidGate / DBIDS DBIDS 5 Released Mar 19, 2018http:

Identity 1/20/2014

5 -

RapidGate is a commercial organization contracted with the Navy and other military bases that enables base access to those without a CAC or Military 
ID by conducting 3rd party background investigations for a fee.  Concerns over 3rd party non-adjudicative agency providing access to civilians to US 
Military Installations.  Also, concerns over non-reciprocity for cleared individuals, resulting in multiple investigations.  In addition, RapidGate companies 
must pay a free to register in addition to an annual fee for each employee badge.  Resulting in huge costs to industry.    DOD Inspector General Report 
was released September 16, 2013 voicing concerns at the IG level as to the high risks of this program.  Updated 12/29/2015; Current news / 
information has RAPIDGate expanding to additional sites. Quantico - Jan, 2016, Camp Lejeune - Feb, 2016...  Update 10/20/2017 - Use continues to 
expand, Navy, Army, AF, Marines & Coast Guard now using 

3/28/2018 DBIDS 5 released. https://cnic.navy.mil/om/dbids.html

7/31/2017 Direction given to transition to DBIDS - applicable to US Navy

4/26/2017 Transisiton to Defense Biometric Identification System (DBIDS) by Navy to begin in April 2017. DBIDS is an integrated Identity 
Management and Force Protection system developed and operated by the DoD. SureID, who provides RapidGate had filed a protest 
with the GAO.

1/24/2018 SureID, developer of RAPIDGate, bankrupt / sold…now Fortior Solutions.

10/20/2017 Use continues to expand, Navy, Army, AF, Marines & Coast Guard now using.

12/29/2015 Current news / information has RAPIDGate expanding to additional sites. Quantico - Jan, 2016, Camp Lejeune - Feb, 2016…

1/20/2014 RapidGate is a commercial organization contracted with the Navy and other military bases that enables base access to those 
without a CAC or Military ID by conducting 3rd party background investigations for a fee.  Concerns over 3rd party non-adjudicative 
agency providing access to civilians to US Military Installations.  Also, concerns over non-reciprocity for cleared individuals, resulting 
in multiple investigations.  In addition, RapidGate companies must pay a free to register in addition to an annual fee for each 
employee badge.  Resulting in huge costs to industry.    DOD Inspector General Report was released September 16, 2013 voicing 
concerns at the IG level as to the high risks of this program.
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5/24/2017 SureID protest was withdrawn. DBIDS moving forward. Current NCACS cardholders will have until July 15 to obtain a DBIDS 
credential at the local base Visitor Control Center. NCACS cards will no longer be accepted after July 15. Contractors, sub-
contractors, vendors and suppliers who do not have an NCACS card will have up to 180 days to obtain their DBIDS credential.

CUI Directive  CUI FAR clause is in the government comment 
phase. New CUI info at archives.gov/cui/

Yhttp

CUI 3/31/2015

7 -

The federal rule that will provide the CUI directive is in a mature state of review and comment.  It has been through OMB twice and has produced more 
than 1,000 comments.  There will be a federal register version for public review soon.  It will be very important for industry to review and ask the 
relevant questions about implementation.  This is going to involve ALL entities that involve CUI which is much broader than the NISP.  Need comments 
on how it stands alone (for non-federal entities) and also as members of the NISP.  Updated 12/22/2015; Comments closed on 7/7/2015, awaiting 
final approval. Updated 7/27/2016: with OMB at final stage. Updated 10/17/2016 Published in Federal Register 9/14/2016.9/1/2017 - FAR Case 2017-
016: Implements NARA CUI Program. 5/03/2017 DARC Director tasked to draft proposed FAR rule. Report due 06/14/2017. Report due date extended 
to 08/23/2017. Updated 10/26/2017 - CUI FAR clause is in the comment phase. Once all is finalized, there will be a reference to a separate PII clause in 
the CUI section of the FAR. 10/24/2018 DARC received Acquisition Technology & Information Team draft proposed FAR rule from DAR staff. Discuss on 
11/14/2018. 11/14/2018 DARC agreed to draft proposed FAR rule. DAR staff processing.

10/17/2016 Published in Federal Register 9/14/2016. Final Fed Rule published in Federal Register 9/14. Goes into effect 11/13/2016. ISSO 
working with FAR Council on specific CUI clause.

12/22/2015 Comments closed onn 7/7/2015, awaiting final approval. Updated 7/27/2016: with OMB at final stage

9/1/2017 FAR Case 2017-016: Implements NARA CUI Program. 5/03/2017 DARC Director tasked to draft proposed FAR rule. Report due 
06/14/2017. Report due date extended to 08/23/2017

3/31/2015 The federal rule that will provide the CUI directive is in a mature state of review and comment.  It has been through OMB twice and 
has produced more than 1,000 comments.  There will be a federal register version for public review soon.  It will be very important 
for industry to review and ask the relevant questions about implementation.  This is going to involve ALL entities that involve CUI 
which is much broader than the NISP.  Need comments on how it stands alone (for non-federal entities) and also as members of the 
NISP.
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10/26/2017 The CUI FAR clause is also in the comment phase and I believe Patrick was stating it is in the interagency process.  Because it is influx 
and constantly changing, it is not available for review in draft.  There will be a period for public comment in which industry will be 
able to review and provide feedback.

1/25/2018 New material available at archives.gov/cui including marking and training material.

11/2/2018 10/24/2018 DARC received Acquisition Technology & Information Team draft proposed FAR rule from
DAR staff. Discuss on 11/14/2018.

12/7/2018 11/14/2018 DARC agreed to draft proposed FAR rule. DAR staff processing.
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REAL ID Act of 2005 Extensions continue Yhttp

Identity 9/5/2014

11 -

In 2005, this act was passed which mandated minimum requirements for State Issued Identifications cards in order to be used for access to federal 
buildings and air travel.  Timelines to implement these requirements are soon expiring, and there are currently only 21 states in compliance with the 
requirements.  Starting on October 20, 2014 with full enforcement by 1/19/2015, you will require a compliant Identification card to gain access to 
federal facilities.  If your state is not compliant, you will be required to furnish a passport.  Industry needs to start to understand which federal agencies 
are going to implement this act and we need to start to understand the implementation guidelines as soon as possible to prevent employees from 
being rejected access to sites.  As of 18 May 2015 (This is currently impacting those living in New Hampshire and Idaho.  This means they can only get 
into Federal buildings with a passport or other ID that is HSPD-12 compliant): Update: Due to the expiration of New Hampshire’s and Idaho’s 
extensions, enforcement is scheduled to begin for these states on January 19,2015.  See “Enforcement in Brief” for details.
 
Update: Effective immediately, Alaska and Massachusetts have received an extension through October 10, 2015, allowing Federal agencies to continue 
to accept for official purposes driver’s licenses and identification cards from these states

 
Update: Effective immediately, Washington has received an extension through October 10, 2015, allowing Federal agencies to continue to accept for 
official purposes driver’s licenses and identification cards from this state. Update: Effective immediately, Oklahoma has received an extension through 
October 10, 2015, allowing Federal agencies to continue to accept for official purposes driver’s licenses and identification cards from this state. This is 
currently impacting those living in New Hampshire and Idaho.  This means they can only get into Federal buildings with a passport or other ID that is 
HSPD 12 compliant.
 
Updated 12/29/2015: Check http://www.dhs.gov/current-status-states-territories for extensions. Current extensions are to June 1, 2016 and Oct. 1, 
2016.
 
Updated 3/22/2016: Am.Samoa, Illinois, Minnesota+, Missouri, Washington+ are noncompliant without extensions;  + Federal officials may continue 
to accept Enhanced Driver’s Licenses from these states.

1/24/2018 Extensions extended to 10/10/2018

11/2/2018 All but 4 states will be issueing REAL ID-compliant licenses/IDs by early 2019.
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9/5/2014 In 2005, this act was passed which mandated minimum requirements for State Issued Identifications cards in order to be used for 
access to federal buildings and air travel.  Timelines to implement these requirements are soon expiring, and there are currently 
only 21 states in compliance with the requirements.  Starting on October 20, 2014 with full enforcement by 1/19/2015, you will 
require a compliant Identification card to gain access to federal facilities.  If your state is not compliant, you will be required to 
furnish a passport.  Industry needs to start to understand which federal agencies are going to implement this act and we need to 
start to understand the implementation guidelines as soon as possible to prevent employees from being rejected access to 
sites.  As of 18 May 2015 (This is currently impacting those living in New Hampshire and Idaho.  This means they can only get into 
Federal buildings with a passport or other ID that is HSPD-12 compliant): Update: Due to the expiration of New Hampshire’s and 
Idaho’s extensions, enforcement is scheduled to begin for these states on January 19,2015.  See “Enforcement in Brief” for details.

1/1/2015 Update: Effective immediately, Alaska and Massachusetts have received an extension through October 10, 2015, allowing Federal 
agencies to continue to accept for official purposes driver’s licenses and identification cards from these states

5/1/2015 Effective immediately, Washington has received an extension through October 10, 2015, allowing Federal agencies to continue to 
accept for official purposes driver’s licenses and identification cards from this state. Update: Effective immediately, Oklahoma has 
received an extension through October 10, 2015, allowing Federal agencies to continue to accept for official purposes driver’s 
licenses and identification cards from this state.This is currently impacting those living in New Hampshire and Idaho.  This means 
they can only get into Federal buildings with a passport or other ID that is HSPD 12 compliant.

12/29/2015 Check http://www.dhs.gov/current-status-states-territories for extensions. Current extensions are to June 1, 2016 and Oct. 1, 2016.

3/22/2016 Am.Samoa, Illinois, Minnesota+, Missouri, Washington+ are noncompliant without extensions;  + Federal officials may continue to 
accept Enhanced Driver’s Licenses from these states.

10/17/2016 Extensions due to expire on 10/10/2017 and were not renewed bumped out to 1/17/2017. Check link for status of states

NISPOM - re-write NISPOM Conforming Change 3 and ISL in coordination

NISP 1/20/2014

13 -

UPDATE: rewrite expected to be published late in fiscal year 2017.  The old NISPOM format is going away in stead of chapters we will have enclosures 
in order to conform to the new DoD policy template standard.  Changes are not significant thus far for enclosures 3 through 8, but there is very good 
dialog between government and industry, and industry is asking for changes in real time.   Update 10/17/2016 - Re-write underway. Multiple drafts 
already reviewed.
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1/20/2014 Rewrite expected to be published late in fiscal year 2017.  The old NISPOM format is going away in stead of chapters we will have 
enclosures in order to conform to the new DoD policy template standard.  Changes are not significant thus far for enclosures 3 
through 8, but there is very good dialog between government and industry, and industry is asking for changes in real time.

10/17/2016 Re-write underway. Multiple drafts already reviewed.

4/4/2018 NISPOM Conforming Change 3 and ISL in coordination

Clapper Memo October 25, 2014:  Adherence to Federal Laws 
Prohibiting Marijuana Use

DOJ issued memo on Marijuana Enforcement on Jan. 
4, 2018.

Y

NISP 11/4/2014

15 -

A reminder to department that "changes to state laws and the laws of the District of Columbia pertaining to marijuana use do not alter the existing 
National Security Adjudicative Guidelines (Reference H and I).  An individual's disregard of federal law pertaining to the use, sale, or manufacture of 
marijuana remains adjudicatively relevant in national security determinations....Agencies continue to be prohibited from granting or renewing a 
security clearance to an unlawful user of a controlled substance, which includes marijuana." Updated 12/29/2015; Section 543 of H.R. 2029: 
Consolidated Appropriations Act, 2016 was Signed into Law on 12/18/2015. None of the funds made available in this Act to the Department of Justice 
may be used, with respect to any of the States of Alabama, Alaska, Arizona, California, Colorado, Connecticut, Delaware, Florida, Georgia, Hawaii, 
Illinois, Iowa, Kentucky, Louisiana, Maine, Maryland, Massachusetts, Michigan, Minnesota, Mississippi, Missouri, Montana, Nevada, New Hampshire, 
New Jersey, New Mexico, New York, North Carolina, Oklahoma, Oregon, Rhode Island, South Carolina, Tennessee, Texas, Utah, Vermont, Virginia, 
Washington, Wisconsin, and Wyoming, or with respect to the District of Columbia, Guam, or Puerto Rico, to prevent any of them from implementing 
their own laws that authorize the use, distribution, possession, or cultivation of medical marijuana. So basically in layman’s terms: DOJ isn’t allowed to 
spend any money preventing states from using, distributing, possessing or growing medical marijuana. Update 10/17/2016 - Newe4OUO memo that 
industry can't see replace.

10/17/2016 Newer 4OUO memo replaced original that industry can't see. Monitor Appropriation Act 2017 for changes. Monitor Appropriations 
Act 2017 for changes.

9/5/2017 C.A. No. PC-2014-5680 - Judge ruled employer acted illegally when it failed to hire a medical marijuana user because she disclosed 
she could not pass a pre-employment drug test.

1/30/2018 The Department of Justice issued a memo on federal marijuana enforcement policy announcing a return to the rule of law and the 
rescission of previous guidance documents.
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NCCS DSS Site showing still in Phase 6  (Jan-Apr 18)of 
implementation.

http

Security System 6/4/2014

21 -

The NISP Contract Classification System (NCCS) is intended to automate the DD254 process and turn it into an electronic workflow form between 
industry and government.  The intent is to attach the system to the AT&L WAWF (Wide Area WorkFlow) backbone -- an electronic invoicing system 
already used between industry and DOD.  A preliminary meeting was held with the government stakeholders and a separate meeting was held 
between the developer, DSS and NISPPAC in June and testing of the system is expected December of 2014.  UPDATE: First set of code drops 
11/24/2014.  Testing will begin in December with 25 contractor companies in anticipation of a go live date by April 2015.  They will release two major 
releases a year until full functionality is in place.  Will also be standing up a governance board with industry input through USD(I) to track and monitor 
system changes.     UPDATE:  Testing delayed until April 2015.  Full operational capability by end of November 2015.  80 beta testers, both 
government and industry enrolled.  UPDATE:  Deployed 8 June but no live DD254s are running yet.  NCCS user training should be out in the spring of 
2016.  Version 5.9 will be deployed, which will allow for automated approvals of special access flow downs to subcontractors.  Updated 12/30/2015; 
NCCS FAQ published at http://www.cdse.edu/documents/cdse/Webinar-QA-NCCS.pdf Updated 10/17/2016 - Workshop in Sept. with large, med. and 
small companies. Projected release Dec 2016. 1st to use will be Washington HQ Services.

7/31/2017 Underway. V.5.10.1 tested May 2017, deployed June 2017. Final stage scheduled for Jan-Apr 2018 for all users.

1/25/2018 Look for FAR clause that mandates use.

3/28/2018 USD(I) memo (Feb 8, 2018) mandates all DoD components use NCCS by Sept. 14, 2018. Job aids currently being developed.

10/17/2016 Workshop in Sept. with large, med. and small companies. Projected release Dec 2016. 1st to use will be Washington HQ Services.

6/26/2018 Currently is Phase 6 (Jan-Apr 18) of implementzation according to DSS Website.
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DISS DSS site posted provisioning open for all facilities.

Security System 1/20/2014

24 -

Defense Information System for Security: As a secure, end-to-end IT system, the DISS will be the authoritative source for the management, storage, 
and timely dissemination of and access to personnel security information and will accelerate the clearance process, reduce security clearance 
vulnerabilities, decrease back-end processing timelines, and support simultaneous information sharing within various DOD entities as well as among a 
number of authorized federal agencies. The DISS family of systems is comprised of two components: the Case Adjudication Tracking System (CATS) and 
the Joint Verification System (JVS). Once fully deployed, the DISS family of systems will replace the Joint Personnel Adjudication System (DOD IT 
investment #6321), which contains approximately six million active security clearance records and supports over 80,000 users. The DISS has also been 
designated as the repository for adjudicative results for Suitability and HSPD-12 determinations by the 13 July 2011 USD(I) memo "Storage of 
Adjudicative Results in the Defense Information System for Security." Contract awarded on 9/5/2012 to HP Enterprise Services updated 10/17/2016 - 
Role out to Industry in March - Industry Training Needed.
In May 2018, the Personnel Security Management Office for Industry is slated to transition to the Defense Information System for Security (DISS). With 
the advent of the new system of record for Personnel Security Clearance (PCL) processing, there will be changes to the existing processes for Industry. 
One of the primary changes affects the handling and processing of Classified Information Nondisclosure Agreements (SF-312). Get more details at 
http://www.dss.mil/docume…/psmo-i/PSMO-I_SF-312_Guidance.pdf. How does this affect industry DISS implementation and does it require DISS 
accounts now in order to upload SF312s?

1/25/2018 Deployment to industry moved from March 2018 to Q3, 2018.

1/22/2019 Jan. 7, 2019 — The Vetting Risk Operations Center (VROC) is now provisioning users for any facilities that have not yet been 
provisioned.

4/25/2018 Message posted at DSS Website that links to document, "Preparing for DISS - Clean up your JPAS Account"

4/4/2018 DISS will roll out in May for RRU processes and SF312 submittals

10/17/2016 Role out to industry in March - Industry Needs Training

Page 9 of 24Disclaimer: This is not a formally coordinated and approved document. It is a working paper to support policy collaboration among ASIS International Defense and Intelligence Council (DIC) 
members and NISPPAC MOU representatives. Members and representatives are encourages to offer comments for revision. The ASIS DIC Policies and Issues Working Group will update 
this working paper as time permits. Please send questions / comments to asis.def.intel@gmail.com



Policy/Issue Status Top 10Link

Category Date Added

Date                 Update
Description

6/26/2018 On June 21, 2018, DSS posted, "On June 25, 2018, the Defense Information System for Security (DISS) will deploy to Industry, but 
given ongoing DISS provisioning efforts, the following guidance is being provided to define what deployment means. Industry users 
that have been provisioned in DISS should begin using DISS to submit Customer Service Requests (CSRs) and SF-312s. 
 Industry users not yet provisioned in DISS may continue to submit JPAS RRUs and fax/mail SF-312s while awaiting the provisioning 
of their DISS account. For communication originating from the Personnel Security Management Office for Industry (PSMO-I) or the 
DoD Consolidated Adjudications Facility (CAF) that is being sent to facility security officers, PSMO-I/DoD CAF will transmit all 
communications via both DISS and JPAS. This is a temporary measure during the interim time period where user provisioning is an 
ongoing effort, and will be re-evaluated every 30 days.

OBMS Transition to eMASS postponed until May 2019.http:

Security System 1/20/2014

25 -

ODAA Business Management System: The OBMS will automate the approval and certification process of cleared industry’s classified information 
processing security plans and operations.  This will increase mission efficiency by providing a web-based system to manage certification and 
accreditation activities, provide improved reporting capabilities to support DSS and industry with better metrics, improve the accreditation timeliness 
and accuracy and reduce the number of unaccredited systems by providing automated notifications to DSS and industry. System went live July 17, 
2014.  Industry is still awaiting guidance from DSS regarding how and when it should be utilized.  There are still many bugs in the system preventing 
users from gaining access. UPDATE: DSS has worked out bugs and users are gaining accounts.  As of 11/19/2014, 60% of ISSMs have registered.  
Starting 1/1/2015, it will be a REQUIREMENT to submit plans via OBMS, so all ISSMs must be registered by 12/31/2014.  Call the DSS Call Center for 
assistance. UPDATE:  OBMS implementation is going well and they are addressing issues as they come up. UPDATE: All ISSMs must submit plans 
utilizing OBMS as of January 1, 2015. UPDATE:  ODAA will be re-branded to comply with DODI 8510.01 and it will no longer be called ODAA. C&A will 
now be called A&A (Assess and Authorize).  The existing C&A process will be replaced by the RMF process which stands for Risk Mitigation Framework.  
RMF will be stood up in about 18 months.    DSS is now 100% using OBMS. OBMS Version 2.2 was deployed on June 15, which now includes:   - Ability 
to perform Administrative/Edit Updates to System Security Plans   - Ability to Disestablish Self-Certified and Expired Accreditations   - Ability for 
Internal Users to edit plan types (SSP/MSSP)   - Ability to resubmit cancelled and denied plans   - Ability for OBMS to pull updated Facility Data from 
ISFD Updated 1/5/2016; New version OBMS 2.3 coming out;  will allow industry the ability to create their own UID for initial submissions, will allow 
industry to add programs to there IS Profile; and, will allow industry to create ad-hoc reports. 5/24/2017 - OBMS began accepting RMF packages as 
new systems in April.

10/17/2016 OBMS currently not accepting RMF C&A documents.

4/22/2019 Posted at DSS site on 3/18/2019 - Enterprise Mission Assurance Support Service (eMASS) is scheduled to be operational on May 6, 
2019
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6/26/2018 On 6/19/2018, DSS Pprovided an eMASS Job Aid for training guidance and system access.

5/24/2017 OBMS began accepting RMF packages as new systems in April.

9/1/2017 From DSS: DSS is transitioning from OBMS to eMass around January 2018.

SEAD 3 - Reporting Requirements To be incorporated in NISPOM Ch. 3. Concern about 
redundant reporting.

NISP 6/1/2016

26 -

Reporting Requirements for Personnel with Access to Classified Information or Who Hold Sensitive Positions.

2/22/2017 Appears to significantly expand the reporting requirements for contractors. Effective Date: 12 June 2017

5/25/2017 Received Document.
- Signed December 14, 2016 – Implementation June 12, 2017
- Standardizes minimum reporting requirements for ALL cleared personnel
- Collateral under the NISP will not have to comply until formally incorporated into the new NISPOM
- “Failure to comply with reporting requirements…may result in administrative action that includes, but is not limited to revocation 
of national security eligibility.”
- We are now required to report adverse information on ALL covered individuals to include non-employees.

7/31/2017 SEAD 3 Toolkit posted at DNI.gov

1/30/2018 SEAD 3 will be formally incorporated into NISPOM-conforming change three as an appendix. Concern about redundant reporting 
and different reporting on the same employee to multiple CSAs

10/17/2016 4OUO Document
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SEAD 4 - Adjudicative Backlogs ISL 2019-01 "Foreign Passports - SEAD 4" released 
Jan 28, 2019

http:

NISP 6/1/2016

27 -

National Security Adjudicative Guidelines

10/17/2016 4OUO Document

3/28/2018 DSS issued guidance on their web site home page. Updated on 4/4

2/22/2017 Effective Date: 8 June 2017. Need Read.

7/31/2017 SEAD 4 is posted at CDSE site.

5/25/2017 Received document.
- Signed December 10, 2016 – Implementation June 8, 2017
- Same 13 Guidelines as before.  Requires all adjudicative agencies to use these standards.
- Incorporates the Bond Amendment which states:
1) You are prohibited from a clearance if you are actively using illegal drugs or are addicted to drugs.
2) You cannot obtain an SCI, SAP or access to RD if you have been convicted of a crime in the US and have served in prison longer 
than a year, are mentally incompetent or received a dishonorable discharge.

RMF Implementation As of 1/1/2018, all new accreditations must be RMF.http:

Cyber 7/15/2016

33 -

Updated 5/25/2016 - DSS released "DSS Transition Timeline to Risk Management Framework (RMF) which has a pretty aggressive timeline. Updated 
7/15/2016 - Transition start date moved from Aug 1, 2016 to Oct 3, 2016. NISPPAC C&A Working Group briefed. Updated 10/3/2016 - DSS sent 
message to FSO's on 10/3 stating that new accreditations for stand-alone systems must be submitted to DSS using RMF guidelines. Updated 
11/30/2016 - VOI - indicated there may be impact on the ability for quick requests as there is a defined process for Assessment & Authorization 
(formerly C&A).

1/30/2018 Deadline 1/1/2018 passed.
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10/3/2016 Transition to RMF began Oct. 3, 2016. Monitoring for Impact to Industry.

32 CFR 2004 - National Industrial Security Directive USD(I) accelerated Section 842 of NDAAhttp

NISP 7/27/2016

34 -

Added 7/27/2016:  Gone to OMB.  Is in interagency review due on 10/1. Adjudicate agency comments then public review. Trying to get done before 
end of year or wait for agency change.

6/26/2018 Final Rule published 5/7/18. Streamlines NID process, establishes agency responsibilities for implementing the insider threat 
provisions of E.O. 13587, Structural Reforms to Improve the Security of Classified Networks and the Responsible Sharing and 
Safeguarding of Classified Information (October 7, 2011 (76 FR 63811)) within the NISP.

7/31/2017 Proposed rule comments closed Feb 2017

9/28/2016 In interagency review.

1/30/2018 Cleared OMB which is significant given current effort towards regulations.

4/22/2019 NID requirement waived for US companies operating under a special security agreement. See posting on DSS site.

NISS NISS registration for Industry began Oct 8.http

Security System 1/20/2014

42 -

National Industrial Security System: Will be the replacement to the Industrial Security Facilities Database (ISFD) and the eFCL.  Intent is to streamline 
many DSS and Industry processes to foster better communication and more efficient processing.  Updated description:  NISS will replace eFCL, ISFD, 
and NCAISS, and will add new functionality.  Also, it will talk to OBMS, MCCS, and JPAS.  This system will be the sole portal for communicating with 
DSS. Updated 12/30/2015; DSS has selected Leidos to develop the NISS system.  Currently working with the developers to implement. DSS will once 
again review with industry before it goes live and will also want industry to participate in beta testing of the system. The system will replace eFCl and 
ISFD and will enable workflow and communication between industry and DSS.  There will also be a dashboard for companies to review their 
information.  

9/1/2017 Soft Launch scheduled for 8/28/2017, fully operaational 10/30/2017
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7/27/2018 Security vulnerability discovered which is being resolved. Testing should occur in August with deployment in Sept. or Oct.

6/26/2018 DSS Site updated 6/8/2018 - *NISS is currently unavailable as we prepare for full deployment scheduled for 30 July 2018. Please do 
not attempt to create new accounts or log into the system as you will be unable to do so until full deployment.

12/30/2015 Ongoing Leidos selected to develop

1/30/2018 DSS updated deployment schedule on 12/18/2017. NISS is deployed in a TEST state. Industry, External Government, and DSS 
personnel may request access to NISS. Fully operational capability deployment - TBD.

4/25/2018 Status updated on DSS Site on March 5, 2018

11/2/2018 Deployment schedule published at DSS site.

10/17/2017 Deployment Schedule updated 10/11/2017 at DSS website.

H.R. 2029, Subpart J, Chapter 110 -  Enhanced Personnel 
Security Programs - SEAD 6

SEAD 6 has been signed and publishedhttp

Personnel Secu 3/23/2016

45 -

The enhanced personnel security program of an agency shall integrate relevant and appropriate information from various sources, including 
government, publicly available, and commercial data sources, consumer reporting agencies, social media, and such other sources as determined by the 
Director of National Intelligence. Enacted — Signed by the President on Dec 18, 2015 Should be incorporated into a new SEAD

1/25/2018 In last stage. ODNI is waiting for OMB's final clearance.

10/26/2017 Incorporated into SEAD #6

12/18/2015 Should be incorporated into a new SEAD. Not yet assigned #.

4/4/2018 SEAD 6 has been published and signed
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Accountability of TS Documents on Information Systems Discussed during NISPOM Rewrite meeting - 
continuing to track

Cyber 7/25/2014

47 -

Q&A posted on DSS website has created a bit of confusion surrounding how document control of TS electronic documents should occur.  NISPPAC has 
requested clarification directly from ODAA.

10/26/2017 Discussed during NISPOM Rewrite meeting - continuing to trrack

7/25/2014 Ongoing

Scattered Castles V2 Industry has asked for a review of access policy.

Security System 1/20/2014

53 -

The Intelligence Community Security Clearance Repository, commonly known as Scattered Castles, is an up-to-date, authoritative source of clearance 
and access information on approximately 2 million IC and Department of Defense personnel.  Scattered Castles is hosted as Community of Interest 
(COI) on the Joint Worldwide Intelligence Communication System (JWICS).  The scope of the Scattered Castles Program is to provide a common, trusted 
repository of individuals' clearance and accesses, easily accessible by a controlled set of security professionals within the IC with a valid need to verify 
clearance and access information.  Scattered Castles Version 2 has been implemented throughout the IC.  Initial operating capability within the 
government began December 2012.  Industry does not yet have access, they are implementing agency by agency first.    They eventually want to 
implement an “Industrial Security” access level to enable Industry to see various components of SCI and polygraph information without divulging other 
sensitive aspects of the record.

10/27/2017 Scattered Castles Version 2 has been implemented throughout the IC.  Initial operating capability within the government began 
December 2012 and the updated version has been rolled out to industry.  SC 2 has several levels of access, the most information is 
viewed at level 10, and the least information is viewed at level 50. For example, at level 50, the user sees the person has a 
clearance. At level 40, the user sees the clearance and sponsoring agency. At level 20, the users sees, the sponsoring agency, 
investigation dates, and polygraph status. Most industry users are granted level 20 at best. It is only at level 10, where the user can 
view if there is a waiver, deviation, or exception. Unlike JPAS, where industry is given equal access across companies, the Scattered 
Castles access level is determined by the company’s sponsoring agency. Industry has asked for a review of this policy and for 
consideration to have level 10 be granted more widely.
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HSAR Safeguarding CUI Proposed Rule In final rule stage Update in Federal Register Nov 16, 
2018

Yhttp

CUI 2/22/2017

54 -

DHS is proposing to amend the Homeland Security Acquisition Regulation (HSAR) to modify a subpart, remove an existing clause and reserve the clause 
number, update an existing clause, and add a new contract clause to address requirements for the safeguarding of Controlled Unclassified Information 
(CUI).

2/22/2017 Added

11/2/2018 In final rule stage https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=201810&RIN=1601-AA76

https://www.gpo.gov/fdsys/pkg/FR-2018-11-16/pdf/2018-24158.pdf

2/24/2017 CODSIA letter being drafted.

4/26/2017 CODSIA letter dated 4/11/2017 submitted
http://www.codsia.org/uploads/6/8/9/9/68991301/hsar_2015-001_-_cui_-_codsia_comments_-_final_-_11_apr_17.pdf

NDAA 2017 Advisory Committee Charter filed 4/2017. Not yet funded.http:

NISP 4/26/2017

55 -

NDAA has Advisory Committee on Industrial Security and Industrial Base Policy being established NLT April 30, 2017. Committee looks eerily similar to 
NISPPAC. DSS will be in charge of the group. Not clear how industry representatives would be selected. Currently unfunded.

7/31/2017 Article dated July 23, 2017 at defensenews.com

1/25/2018 Not yet funded

4/26/2017 Added
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H.R. 3210: SECRET Act of 2017 First report released in Septemberhttp

Personnel Secu 7/31/2017

58 -

Not later than 90 days after the date of enactment of this Act, and quarterly thereafter for 5 years, the Director of the National Background 
Investigations Bureau of the Office of Personnel Management shall submit to congress a report on the backlog of security clearance investigations that 
includes--
       (1) the size of the personnel security clearance investigation process backlog; and
       (2) the average length of time, for each sensitivity level,  to carry out an initial investigation and a periodic 
     investigation.

10/17/2017 Passed House, moved to Senate on 10/4/2017

4/25/2018 3/15/2018 - Passed/agreed to in Senate: Passed Senate with an amendment by Unanimous Consent.

6/26/2018 05/22/2018 Became Public Law No: 115-173
Item (Sec. 5) The OPM must report on the costs of maintaining comprehensive background investigations capability within both the 
NBIB and the Department of Defense, compared to the costs of sustaining a single government-wide background investigations 
enterprise.

7/31/2017 added

11/2/2018 Report found at https://e.clearancejobs.com/hubfs/FINAL%20SECRET%20Act%20Report%20(1).pdf

FAR Case 2017-013, "Breaches of Personally Identifiable 
Information (PII)

Proposed PII Far Rule - being worked by technical 
working group

http

PII 9/1/2017

60 -

Implements OMB Memorandum M-17-12, Preparing for and Responding to a Breach of Personally Identifiable Information (January 3, 2017). 
08/09/2017 DARC received Team draft proposed FAR rule from DAR staff.

10/17/2017 08/30/2017 DAR staff notified FAR staff that DARC agreed to draft proposed FAR rule. Awaiting CAAC concurrence.

9/1/2017 08/09/2017 DARC received Team draft proposed FAR rule from DAR staff.
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6/26/2018 On 6/11/2018, NPRM date moved from 03/00/18 to 11/00/18, NPRM Comment Period End moved from 05/00/18 to 01/00/19.

S.1761. Intelligence Authorization Act for Fiscal Year 2018 Bill introduced 09/07/2017. CBO Cost Estimate 
9/21/2017

http

NISP 9/22/2017

61 -

Section 602 - Governance for Security Clearance, Suitability and Fitness for Employment, and Credentialing. Establishes an interagency Security, 
Suitability, and Credentialing Council which ensures enterprise-wide alignment of suitability, security, credentialing; holds agencies accountable for the 
implementation; Defining requirements for enterprise-wide reciprocity management information technology; other…

Section 603 - Process for Security Clearances. Assess clearance process for revisions to account for prospect of holder becoming an insider threat 
improve background investigations, possible splitting of background investigation functions, plan for interim clearances, policy on consistency, strategy 
and implementation for PRs, automated record checks, sharing background data

10/17/2017 Bill introduced 09/07/2017

NGA Consolidation of Classification Guides (CoNGA) No substantial changes to DODM 5200.45.http

NISP 10/26/2017

63 -

NGA reviewed their classification guides (65 total).  37 SCGs were consolidated into one SCG and 29 compartmented or SAP SCGs remained.  
Consolidated NGA (CoNGA) SCG created. Goals were to reduce redundancy, improve utility of classification and SCGs, modernize content. Added 
"Enhancement Statements".  Also, eliminated CONFIDENTIAL classification. CoNGA SCG Enhancement Statement system and methodology is slated for 
DoD-wide adoption in  forthcoming change to DoD Manual 5200.45, "Instructions for Developing Security Classification Guide"

10/26/2017 Added

6/26/2018 Change 1 of DoDM 5200.45 dated April 6, 2018 - no substantial changes.
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SEAD 7 - Reciprocity SEAD 7 posted on CDSE November 9, 2018.http

NISP 1/25/2018

64 -

SEAD 7 will address reciprocity of personnel security / eligibility determinations.

1/25/2018 SEAD is going through last stage of informal coordincation within ODNI.

11/2/2018 TO be released 10/23

12/7/2018 SEAD 7 posted on CDSE November 9, 2018.

7/30/2018 NISPPAC is meeting with DNI on August 27th to discuss being able to see drafts of SEADs

FAR Case 2018-010 - Use of Products and Services of Kaspersky 
Labs

Included in 2018 NDAAhttp

Cyber 2/9/2018

66 -

2018 NDAA, Sec 1634 prohibits the use of products / services developed or provided, in whole or in part, by Kaspersky Lab and any entity that it 
controls or has majority ownership. USG to conduct review NLT 180 days (6/10/2018) of procedures for removing suspect products or services along 
with other actions.  
Issues may arise from fact that more than 120 companies are licensing technology from Kaspersky and their anti-virus engine is used by a number of 
top tier security solution vendors.

2/9/2018 Added - DARC Director tasked Acquisition technology team to draft proposed FAR rule. Report Due 3/28/2018.

3/4/2019 Included in NDAA
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Cryptocurrency Tracking to see if ultimately considered foreign 
currency and any reporting requirements.

http:

Policy 2/9/2018

67 -

Email circulated from DSS that was generated from PSMO-I question concerning how USG categorizes Bitcoin in terms of currency. PSMO-I indicated 
Bitcoin is considered foreign currency and is reportable. Subsequently, DSS provided the following clarification, “DSS has fielded a number of questions 
from industry as to whether ownership of cryptocurrencies, such as Bitcoin, should be reported by cleared persons or clearance applicants. There is no 
current Department of Defense guidance related to the reporting of ownership of cryptocurrencies. DSS is working with DoD policy offices for further 
clarification and once such guidance is issued, DSS will ensure the widest dissemination to industry.”

2/9/2018 Added

DSS Mission Creep to unclassified DSS actively engaging cleared contractor's 
unclassified assets. - CUI oversight for DIB

Y

NISP 4/26/2018

68 -

DSS has been moving into the unclassified / non-NISPOM related areas of cleared contractors for some time. With DSS in transition, they are actively 
engaging cleared contractors with regards to their unclassified assets (information, technology, and people) that have or could have a direct bearing on 
the contractor's classified contracts. Concern is that there is no formal policies or procedures that can be referenced for the protection of these 
unclassified assets, in many cases, and the protection of unclassified assets will impact the cost of the protection of classified assets.

4/26/2018 Added to matrix

6/26/2018 USD(I) memo dtd May 17, 2018 gives DSS oversight of CUI for Defense Industrial Base.
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DARS-2018-0023: DoD Guidance for Reviewing System Security 
Plans and the NIST SP 800-171 Security Requirements Not Yet 
Implemented

Comments open until May 31, 2018, CODSIA Letter 
June 7, 2018

http

NISP 5/1/2018

69 -

 clause 252.204-7012 requires contractors to provide “adequate security” for “covered defense information” that is processed, stored, or transmitted 
on the contractor's internal information system or network. To provide adequate security, the contractor must, at a minimum, implement NIST SP 800-
171. This proposed guidance / matrix may be used during a procurement for which DoD must assess the state of a contractor's internal information 
system and requires the contractor to submit System Security Plans, POA&Ms, etc. with their proposal to be graded to prioritize implementation of the 
security controls.

5/1/2018 Added to Matrix

11/2/2018 CODSIA Letter June 7, 2018

SEAD 8 - Temporary Access SEAD is in informal review process at ODNI

NISP 5/23/2018

70 -

5/23/2018 added

7/30/2018 NISPPAC is meeting with DNI on August 27th to discuss being able to see drafts of SEADs
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2019 NDAA Sec 1048 - Pilot Program for DoD CUI in the Hands 
of Industry

Trackinghttp

CUI 9/5/2018

71 -

(a) In general.—The Secretary of Defense— 
(1) shall establish and implement a pilot program for oversight of designated Department of Defense controlled unclassified information in the hands 
of defense contractors with foreign ownership, control, or influence concerns; and
(2) may designate an entity within the Department to be responsible for the pilot program under paragraph (1).
(b) Program requirements.—The pilot program under subsection (a) shall have the following elements: 
(1) The use of a capability to rapidly identify companies subject to foreign ownership, control, or influence that are processing designated controlled 
unclassified information, including unclassified controlled technical information.
(2) The use, in consultation with the Chief of Information Officer of the Department, of a capability or means for assessing industry compliance with 
Department cybersecurity standards.
(3) A means of demonstrating whether and under what conditions the risk to national security posed by access to Department controlled unclassified 
information, including unclassified controlled technical information, by a company under foreign ownership, control, or influence company can be 
mitigated and how such mitigation could be enforced.
© Briefing required.—By not later than 30 days after the completion of the pilot program under this section, but in no case later than December 1, 
2019, the Secretary shall provide to the congressional defense committees a briefing on the results of the pilot program and any decisions about 
whether to implement the pilot program on a Department-wide basis.

9/5/2018 Added to matrix. Looking for updates.
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Deliver Uncompromised - Security as fourth pillar of acquisition Tracking Y

NISP 11/2/2018

72 -

	Deliver uncompromised – security is viewed as a cost center and not something that makes the company money.  This new initiative will infuse 
security into the acquisition process so it’s now cost, schedule, performance and security. The company will be issued a score (still being developed) 
and will be a factor of the selection process.  If you don’t come in at lowest cost, but you have good security there is a protentional that you could be 
awarded the contract based on your security. Read the paper written by MITRE – Deliver Uncompromised. They identify thirteen (13) possible avenues 
this could take to incentivize companies to enhance security, for example, tax exemption for investment in security and legal remedies to help 
companies.  Secretary James Mattis is concerned about the amount of technology we are losing and he is backing stronger security measures in the 
DoD.

DSS is working on the rating system now – they have a thumb nail and are getting input from industry. They are identifying 5 or 6 categories that would 
go into the rating to reflect the security posture. It may be like a FICO score meaning it can go up and down based on things in your company. The DSS 
inspections will be a factor as will corporate leadership – if corporate leadership is disengaged it will affect your score. How will this be decided is still 
being worked out. They want to give Acquisition something that’s easy to understand since they are non-security professionals.

11/2/2018 Added

Trusted Workforce 2.0 Complete overhall of clearance investigation process 
taking place

Y

PERSEC 11/2/2018

73 -

The background investigation process was created in 1952. While changes have been made, gov't is still using the same framwork. A complete review 
of the vetting process is being conducted. The Adjudicative Guidelines will be updated first followed by the investigation standards. Process will include 
continuous monitoring. Look for significant changes to occur.

11/2/2018 Added
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DoD Supply Chain Security Monitoring requirements Y

NISP 4/22/2019

74 -

Various DoD memos, an updated Appendix 24 of the Contractor Purchasing System Review Guidbook, and the February 15, 2019 revision to DFARS 
239.73 (252.239-7017 and 252.239-7018) are placing additional requirements on the DIB with regards to Supply Chain Security, in particular to 
Cybersecurity Supply Chain security and contractor's systems compliance to NIST 800-171 (252.204-7012). Memos include requirements beyond those 
found in DFARS.

4/22/2019 Added
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