
Heather M. Sims, Industry NISPPAC Spokesperson

Rosie Borrero, Industry NISPPAC, NISA Wg Chair, CAISSWG Chair

May 2020

CMMC
A NISPPAC Perspective 



What is NISPPAC and How is Industry Involved?  

• ESTABLISHMENT: The NISPPAC was created on January 8, 1993, by 
the President under Section 103 of Executive Order 12829, “NISP" 
Functions: The NISPPAC members advise the Chair of the Committee 
on all matters concerning the policies of the NISP, including 
recommending changes to those policies as reflected in the Order, its 
implementing directives, or the operating manual established under 
the Order, and serves as a forum to discuss policy issues in dispute.

• Comprised of 16 government and 8 industry members

• Meets publicly at least twice a year

• Creates Working Groups covering several NISP topic areas

• Industry members represent the 13K+ companies in the NISP
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NISPPAC Members
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GOVERNMENT
Mark Bradley, Chair ISOO

TBD CIA

Keith Minard DCSA

Sharon Donglinger Air Force

Elizabeth Okane Army

Richard Townsend Commerce

Jeff Spinnager DOD

Marc Brooks Energy

Michael Scott DHS

Christine Gunning DOJ

Dr. Mark Livingston Navy

Kimberly Baugher DOS

TBD NASA

Bradley Weatherby NSA

Denis Brady NRC

Valerie Kerben ODNI

INDUSTRY

Heather Sims, 
Spokesperson

General Dynamics

Aprille Abbott MITRE
Rosie Borrero ENSCO
Brian Mackey BAE Systems
Dan McGarvey Alion S & T
Dennis Arriaga SRI International
Bob Harney Northrop Grumman
Cheryl Stone RAND Corp.

Jessica Giguere, Industry Coordinator *
Northrop Grumman 

https://www.archives.gov/isoo/oversight-
groups/nisppac/membership.html

https://www.archives.gov/isoo/oversight-groups/nisppac/membership.html


NISPPAC Updates
➢Working Groups

• Current:  Clearance, NID, NISA, Policy,  and Insider Threat 
• Proposed:  Supply Chain and NISP Government Systems 

➢TWF 2.0 Engagements

➢Congressional Engagements

➢Policy Items under Review
• DoD CUI
• NISPOM
• CUI Note: 2019-XX-Assessing Security Requirements for CUI within Non-Federal 

Information
• Draft Industrial Security Letters (ISLs):

*Usage of EPL List and Crosscut Shredders *Insider Threat-
*SEAD 3 –Adverse Information Reporting *DAAPM version 2.1 
*Tailored Security Plan-Terminated * Top Secret Accountability



NISA Working Group Updates

• Provided feedback on the draft DAAPM and subsequently were 
successful in having TPI requirements removed from high-to-high 
transfers in the new DAAPM Version 2.1.

• Drafted a point paper for ISOO on Solid State Device Remediation up 
to the Secret collateral level for review by the government CSA’s. 
Ultimately looking for evaluation of Cryptographic Erasure Method for 
remediation of SSD’s involved in classified information spills versus 
automatic destruction.

• Currently drafting a top 3-5 Cybersecurity Industry Concerns paper to 
have ready for future discussions with government CSA’s.



2020 Key Industry Priorities 
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CMMC-The Basics
DISCLAIMER:  We are not CMMC experts! But we are involved in the discussion on CMMC’s impact to industry. 

Key Take Aways
➢ The is not the NISP
➢ It all starts with CUI. https://www.archives.gov/cui

How did we get here?
Adding Cybersecurity to the Defense Acquisition Process as the foundation to a secure environment
(Cost, Schedule and Performance)-Assessing the DIBs cybersecurity posture 

What is CMMC?
❖ CMMC is a unified cybersecurity standard for future DoD acquisitions via updated DFARS language.  Concept that has 
multiple maturity levels that ranges from “Basic Cybersecurity Hygiene” to “Advanced/Progressive”. 
❖ Model v1.0 encompasses the following;

✓ 17 capability domains; 43 capabilities
✓ 5 processes across 5 levels to measure process maturity
✓ 171 practices across the five levels to measure technical capabilities 

❖ Version 1.02 issued March 18, 2020
❖ Information Sources:  https://www.cmmcab.org/ https://www.nist.gov https://www.acq.osd.mil/cmmc/faq.html

https://www.archives.gov/cui
https://www.cmmcab.org/
https://www.nist.gov/
https://www.acq.osd.mil/cmmc/faq.html


Levels
CMMC 
Level 

# of 
Practices 

# of 
Processes 

Source 

48 CFR 
2.204-21

NIST SP 
800-171r1

Draft NIST 
Sp 800-171B**

Other 

Level 1 17=17 0 15* 17* - - Basic Safeguarding
Basic Cyber Hygiene 

Level 2 55=72 2 - 48 - 7 Transition step to protect CUI
Intermediate Cyber Hygiene 

Level 3 58=130 3 - 45 - 13 Protecting CUI
Good Cyber Hygiene 

Level 4 26=156 4 - - 11 15 Protecting CUI and reducing risk of APTs
Proactive 

Level 5 15=172 5 - - 4 11 Protecting CUI and reducing risk of 
APTs***

Advanced/Progressive 

*-15 safeguarding requirements from FAR clause 52.204-21 corresponds to 17 security requirements from NIST SP 800-171r1
**-18 enhanced security requirements from Draft NIST SP 800-171B have been excluded from CMMC Model v1.0
***-Advanced Persistent Threats



The Players

Independent 
Accreditation Body 

• Develop standards for 
auditors and assessors 
under DoD CMMC

• Develop training for 
Assessors

• Provide CMMC 
Certifications

Auditors and 
Assessors 

• C3PAO-Certified Third 
Party-(Contractors) 

• DCSA

• Gov’t Customer 

• DCMA

• CUI Notice-Assessing 
Security Req’t for CUI 
within Non-Federal 
Info Systems 

Cleared 
Contractors

• CMMC Level req’t in 
contract based on 
customers assessment 
of the program 
sensitivity

• Company can be 
assessed prior to 
contract bid once 
process in-place

• Majority of cleared 
contractors will be a 
Level 3

• Level 4 and 5 will be 
costly



Industry Concerns
- Changing a rule under the DFAR supplement requires a public hearing

- Duplication of Effort and Assessments

- Scalability-Estimated 300,000 vendors in DoD Supply Chain 

- If not a NISP program why is DCSA involved?

- What is the cost associated with CMMC certification for the company?

- How will my DCSA security rating be used in conjunction with my CMMC Score?

- How will continuous monitoring work?

- Does this present an unfair disadvantage for smaller companies?

- Over classification and misuse of CUI markings



Industry NISPPAC on the Web

https://www.archives.gov/isoo/oversight-groups/nisppac
https://classmgmt.com/nisppac.php
nisppacindustry@gmail.com (NEW)

mailto:nisppacindustry@gmail.com

