Getting Ready for NBIS

Verify & Consolidate DISS Hierarchy SMO Data for Industry

In preparation for the transition from Defense Information System for Security (DISS) to National
Background Investigation Services (NBIS), Defense Counterintelligence and Security Agency (DCSA) is
planning to migrate hierarchy data using National Industrial Security System (NISS) and DISS data. NISS
as the authoritative source for management of Facility Clearance information. DISS as the personnel
security system of record and source on the hierarchy used to manage your personnel security program.
For a smooth transition of hierarchy data migration, DCSA will be migrating one organization (SMO) per
Facility Clearance into NBIS. DCSA is requiring all Industry hierarchy managers to consolidate their DISS
SMO’s to a single SMO per CAGE code. This will ensure the correct SMO (Organization) is transitioned
into NBIS:

Step 1: Review your hierarchy in DISS (Must Have Hierarchy Manager role in DISS to make updates).

Step 2: Identify any SMOs that contain legacy JPAS levels (i.e. Levels 3, 4 or 5 at the end of your CAGE
code) OR where you are operating in multiple SMOs per CAGE Code/Facility Clearance).

Step 3: Take appropriate actions to deactivate the extra SMOs

e (Clean-up any preconditions prior to deactivating a SMO in DISS, there can’t be any:
o Subjects in that SMO
o Usersinthe SMO
o Child SMO’s under it

Step 4: Deactivate the SMOs no longer needed to ensure only a single SMO per CAGE Code/Facility
Clearance.

Step 5: Edit your DISS SMO Name Prefix so it contains only your CAGE Code.
Deactivation SMO Tips:

e Login to the SMO that you need to deactivate
e Click the subject list to make sure there are no subjects (take appropriate action to
move/update)
e Click on the view users to see if there are any users, if yes you will need to click on each
user and remove that SMO from their account
o TIP: If you are individually provisioned with a role on that SMO, you will have to
work with your alternative account manager or contact DCSA Customer
Engagement Team (CET) to assist with removing your role so it can be
deactivated.
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e Click View Current SMO, then SMO actions:
o Deactivate SMO
= A Deactivate SMO window open
= C(Click a reason from drop down
= Add a Note “Level not needed in DISS”
= Use the calendar to select date
= (Click Deactivate (growler will appear at the top)
e |f Deactivate SMO is not available in the SMO actions, then a precondition is not met.
o Refer to preconditions listed above
o Contact DCSA Customer Engagement Team (CET) if all preconditions are met but
system does not allow you to deactivate

Edit SMO Name: In the single SMO that you are keeping, edit the name to align with CAGE code
* Click View Current SMO
e Click the pencil by the name
* Edit SMO box opens
*  You will need to adjust the SMO name to meet the required fields
*  SMO Prefix — This will need to match the CAGE code that is in NISS
*  SMO Name Text — Can be anything you want
* However, once it is transitioned into NBIS it will align to the name that exits in
NISS (you can edit/modify the name in NBIS)
¢ SMO Name Index — this is a numerical value, recommend putting the number 1
e Click Save

The NISPPAC System Working Group is working with DCSA on the DISS to NBIS transition, while it’s early
in the process the team is working to ensure we take lessons learned from the JPAS to DISS transition
and ensure they are not repeated in NBIS. If you have questions or comments, please email the team at
nisppacindustry@gmail.com

Helpful Links:
DISS Resources: DISS Resources (dcsa.mil)
DISS Training: Defense Information Security System (DISS) Training (usalearning.gov)
DISS frequently Asked Questions: DISS FAQs (dcsa.mil)
NBIS: What is NBIS (dcsa.mil)



mailto:nisppacindustry@gmail.com
https://www.dcsa.mil/is/diss/dissresources/
https://securityawareness.usalearning.gov/diss-training/index.html
https://www.dcsa.mil/is/diss/dissfaqs/
https://www.dcsa.mil/is/nbis/

