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Origin of CSSWG 

The Industrial Security Working Group (ISWG) established a SAP/SAR Sub-

Committee in 1987

– Mid 1988: 10 contractors & 1 government customer recognized the importance 

of establishing a SAP WG

– First membership meeting held in November 1988

• Personnel Security, Physical Security, and Policy Committees 

The Charter

• “…advance the practice of security management …foster the highest qualities 

of professionalism and competence among its members… 

• …organize and coordinate the resources of industry …propose policies to 

government (SAP/SAR) elements in the enhancement of security.”

The Outcome

• The government and CSSWG worked to imbed “Guiding Principles” into key 

reference documentation. 
 

 



Special Access Program (SAP) 101

“… a program established for 

a special class of classified 

information that imposes 

safeguarding and access 

requirements that exceed 

those normally required 

for information at the same 

classification level.”

Executive Order 13526
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Categories

– Acquisition

– Intelligence

– Operations 

& Support

 

 



Foundational Security Requirements

• SAP success often depends 

on protecting the research 

and technology upon which 

the acquisition is based

• Security requirements must 

be incorporated in budget 

submissions to ensure 

resources are committed at 

program initiation
– Program Security Officers who 

participate in program costing and 

budgeting processes assure that SAP 

requirements are addressed 

 

 



Executive Order 13526

• Limits SAP creators to Secretaries or Principal Deputies of State, 

Defense, Energy, and Homeland Security, the Attorney General, and 

the Director of National Intelligence (DNI)

• Requires SAP establishment ONLY when the program is required by 

statute or upon a specific finding that

− the vulnerability of, or threat to specific information is exceptional; 

and

− the normal criteria for determining eligibility for access to the 

information classified at the same level are not deemed sufficient to 

protect the information from unauthorized disclosure

• Gives the DNI responsibility for all intelligence SAPs except military 

operational, strategic programs, or tactical programs

• Requires annual program reviews at the highest levels
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Categories of SAP/SAR Programs

• Acquisition SAPs (AQ-SAPs) protect the "research, 

development, testing, modification, and evaluation or 

procurement" of new systems

• Intelligence SAPs (IN-SAPs) protect the "planning and 

execution of especially sensitive intelligence or 

counterintelligence units or operations"

• Operations and Support SAPs (OS-SAPs) protect the 

"planning, execution, and support" of sensitive military 

activities
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Types of SAP/SAR Programs

• ACKNOWLEDGED

– A SAP whose existence is acknowledged but its specific details 

(technologies, materials, techniques, etc.) are classified as specified 

in the applicable security classification guide

• UNACKNOWLEDGED

– A SAP having protective controls ensuring the existence of the 

program is not acknowledged, affirmed, or made known to any 

person not authorized for such information; an unacknowledged 

SAP has more restrictive reporting and access controls

• UNACKNOWLEDGED/WAVIED 

– A SAP for which the SecDef has waived applicable reporting 

following a determination of adverse effect to National Security 
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How SAPs Originate

• Capability brief to a Senator or 

Congressman

• Independent Research and 

Development (IRAD) by 

industry or academia

• Service or agency laboratory

• Federally Funded Research 

and Development Corporation 

(FFRDC)

• White Paper
 

 



How SAPs Originate

Approval Documents From 

Unified Command or 

Respective Component

Appropriate OSD-level

SAP Central Office

Senior SAP Working Group

(SSWG)

Senior Review Group

(SRG)

Special Access Program

Oversight Committee

(SAPOC)

DEPSECDEF

Chairman, SAPOC

Congressional Notification
 

 



How SAPs Originate
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• Congressional Defense Committees 

execute all facets of oversight

– Provided with advance notice of program

– Given detailed justification

– Gets estimate of total program cost

– Told of similar programs/technologies

– Once approved, monitors closely 
 

 



SAP Approval Package
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1. Identify responsible office or component SAP Central Office (SAPCO)

2. Unclassified nickname and/or classified codeword

3. Designation of SAP category and type of funding

4. Relationship, if any, to other DoD and/or non-DoD SAPs

5. Detailed justification for establishing the program as a SAP

6. Budgetary information (to include number of accesses required)

7. Program execution plans (and, if using contractors, DD Form 254)

8. A request and justification to waive SAP reporting, if required

9. Identification of Congressional members and staff having access

10. Date of SAP establishment and program timeframes

 

 



• CPI, in an acquisition program, may be classified information 

or controlled unclassified information (CUI) about 

technologies, processes, applications, or end items that if 

disclosed or compromised, would

– degrade system combat effectiveness

– compromise the program or system capabilities

– shorten the expected combat life of the system

– significantly alter program direction

– or require additional research, development, test, and evaluation resources 

to counter the impact of the compromise

• CPI includes, but is not limited to, CPI inherited from another 

program and CPI identified in pre-system acquisition activities 

or as a result of non-traditional acquisition techniques

Critical Program Information (CPI)

Page 13
 

 



SAP Security Considerations
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• Critical Program Information

• Information Assurance

• Anti-Tamper Measures

• All SAP programs must work in an approved program area 

(SAPF) until an outside work plan is approved

– This includes all RF modeling, CAD modeling, cost spreadsheets, 

schedules, and prototypes

Government Program Managers plan and fund for these in 

the Acquisition Program Baseline  (APB)
 

 



SAP Risk Management
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• Consider the risk involved with technology transfer or the 

inadvertent loss of technology through the analysis of the

− Probability of loss

− Severity if lost

− Cost of countermeasures to mitigate the loss

• Program management must be aware of technology alternatives 

and their potential sensitivity while making trade-offs to 

translate desired capabilities into actionable engineering 

specifications
 

 



SAP Risk Management
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• To manage the risk of 

technology transfer, Program 

Management must

– Avoid contract vehicles which 

involve export compliance (the 

transfer of sensitive data and 

technology to partner suppliers)

– Evaluate the risks of technology 

transfer from one SAP to another

– Develop alternatives to mitigate 

those risks

 

 



SAP Vulnerabilities
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• Vulnerability is the susceptibility of the SAP’s CPI to 

compromise

• GPM’s & PSO’s monitoring activities include

– How CPI is stored, maintained, or transmitted

– How CPI is used

– Emanations, exploitable signals, or signatures that are generated or 

revealed by the CPI

– Where CPI is located\OPSEC indicators

– Conferences or foreign travel

– HUMINT or insider threats

– Planned foreign disclosures

– Foreign participation, shared areas, or overseas locations
 

 



SAP Countermeasures
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• The PSO assists the Program 

Manager in establishing a 

countermeasures program based 

upon threat, risk management, 

OPSEC methodology, and 

vulnerability assessments

• The Program Manager compares the 

costs associated with 

countermeasures to the risk 

associated with loss by compromise 

of the CPI
 

 



Why SAPs?

Over thirty years of engineering, design, and analysis for the 

Advanced Tactical Fighter (now the F-22) are visible in the T-50, the 

J-20, and the new J-31 

 



CSSWG Board of Directors

• Joseph Kraus Jr., Chair ManTech     

• Karl Borden, Vice Chair System High

• Cyndi Stroud Lockheed Martin 

• Mike Witt Ball Aerospace

• Kevin McCarthy BAE Systems

• Catalina Ricaldai Northrop Grumman

• Kyle Smith Lockheed Martin

 

 



Committees/Focus Groups

• Cyber (Information Systems Security)

• Membership & Meetings

• Personnel Security

• Physical & Technical Security

• Policy

• Professionalization – Training & Security Education

 

 



How To Join CSSWG

• joe.schultz@Honeywell.com     

 

 



Questions?

 

 


