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What is Compliance Framework 

• The SAP Compliance Framework program 

streamlines the compliance process and ensures 

that all SAPs constantly operate in an inspection 

ready state. 
– The framework focuses on two key areas: consistency in 

processes and accountability.

 

 



Program Structure 
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• Team is comprised of SAP briefed subject matter experts from the 

three main inspection stakeholders: 

– Industrial security, cyber security and IT. 

• A chair and co-chair lead the team and host bi-weekly to discuss 

topics such as:

– Upcoming enterprise inspections 

– Deployment of independent review teams 

– Lessons learned

– Best practices

• The chair and co-chair are responsible for keeping security leadership 

apprised of any issues or concerns. 



Tools and Resources

Compliance Framework 

SharePoint Site

• Self-inspections, upcoming 

inspections, and inspection results 

are captured in SharePoint site 

• Accessible to all SAP security 

professionals

• Offers access to resources such as: 
– SAP government manuals

– Most recent self-inspection checklist

– SAP Templates

– Previous inspection results 

• Lessons learned

 

 



The Self-Inspection Process 

The self-inspection process is a 

critical component of the security 

compliance process. 

• The framework provides clear guidelines for 

ensuring an accurate and thorough self-

inspection.

– Establishes timelines and responsibilities 

– Provides format for inspection binders 

– Provides a Corrective Action Plan (CAP) template 

• Results 

– Captured on the SharePoint site 

– Provide insight into general strengths and weaknesses 
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Self-Inspection Tools

Table of Contents CAP Template 
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Independent Review Team (IRT)

The IRT is a critical component of the inspection preparation process.  

• Deployed 90 days prior to anticipated inspection 

• Assesses security posture of program by completing mock inspection

• Comprised of three to five senior SAP briefed individuals from: Industrial 

Security, Cyber Security, and Information Technology (IT).  

• The IRT accomplishes the following: 
– Provides an in-brief 

– Reviews most recent self-inspection 

– Reviews inspection binders 

– Shares best practices and lessons learned from other sites 

– Assists team in creating CAP

– Provides out-brief to local security team 

• Will identify observations, potential deviations, findings 

– Provide detailed inspection report no later than 10 days after visit

– Inputs results into SharePoint 
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Official Inspection Notification

Official inspection dates are inputted into SharePoint and reflected on 

SAP calendar. 

• CPSO responsibilities after official notification include: 

– Communication to leadership team and briefed personnel 

– Dissemination of SAP concepts self-assessment for briefed personnel

– Identification of POC to coordinate completion and submission of data call 

– Relay expectations to security team 
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Post-Inspection

 

 

• CPSO inputs the 

following into SharePoint: 

– Inspection Rating 

– Strengths and weakness 

based on categories of the 

Self-inspection checklist 

– Number of  deviations and 

findings associated with 

each weakness 

– General observations 



Program Effectiveness

 

 

• Results

– Enhanced overall inspection readiness 

– Strengthened communication between local security and 

leadership team.  

– Established channel to share inspection trends, 

resources, lessons learned, and best practices.



IRT Effectiveness

IRTs have proven to have positive impact on 

inspection outcomes.
• Deviations and findings identified during March 2018 IRT in CA were 

reduced by approximately 50% during the government inspection. 

• Data captured during IRT and inspection results make these comparisons possible
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Metrics
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Overview of Yearly Inspections

– All-up view or by customer

 

 



Metrics
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Inspection Results Across all Disciplines

– DoD, SAP, SCI, COMSEC

 

 



Challenges and Opportunities 

• Program Access

– Team is not cleared to all DoD SAP Programs 

– Requested Billets to SAP Portfolio (in work) 

• Data 

– What additional data is required to strengthen tool?

• COVID  

– Cannot deploy IRTs in preparation for upcoming 

inspections 

• Working toward conducting virtual IRTs  
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CSSWG Board of Directors

• Joseph Kraus Jr., Chair ManTech     

• Karl Borden, Vice Chair System High

• Cyndi Stroud Lockheed Martin 

• Mike Witt Ball Aerospace

• Kevin McCarthy BAE Systems

• Catalina Ricaldai Northrop Grumman

• Kyle Smith Lockheed Martin

 

 



Committees/Focus Groups

• Cyber (Information Systems Security)

• Membership & Meetings

• Personnel Security

• Physical & Technical Security

• Policy

• Professionalization – Training & Security Education

 

 



How To Join CSSWG

• joe.schultz@Honeywell.com     

 

 



Questions?

 

 


