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What i1s Compliance Framework

* The SAP Compliance Framework program
streamlines the compliance process and ensures
that all SAPs constantly operate in an inspection

ready state.

— The framework focuses on two key areas: consistency in
processes and accountability.
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Program Structure

« Team is comprised of SAP briefed subject matter experts from the
three main inspection stakeholders:

— Industrial security, cyber security and IT.

« A chair and co-chair lead the team and host bi-weekly to discuss
topics such as:
— Upcoming enterprise inspections
— Deployment of independent review teams
— Lessons learned
— Best practices

« The chair and co-chair are responsible for keeping security leadership
apprised of any issues or concerns.
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Tools and Resources

Compliance Framework
SharePoint Site

 Self-inspections, upcoming

Inspections, and inspection results

are captured in SharePoint site

« Accessible to all SAP security
professionals

« (ffers access to resources such as:

—  SAP government manuals
— Most recent self-inspection checklist
— SAP Templates

— Previous inspection results
Lessons learned
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The Self-Inspection Process

The self-inspection process Is a
critical component of the security e

Submit Your Self Inspection Resuits:

compliance process.

e Sector: ‘v
(FS0/CPS0/COMSEC Account Manogers)
NG SME
Type:| S4P ﬂ Partners:

« The framework provides clear guidelines for

Scope:

ensuring an accurate and thorough self- j ‘g
inspection. v
—  Establishes timelines and responsibilities i J B B
—  Provides format for inspection binders D reomeseany 1| Dt peometieany 1
— Provides a Corrective Action Plan (CAP) template §“‘ § v
+ Results o ——
—  Captured on the SharePoint site e

— Provide insight into general strengths and weaknesses
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Self-Inspection Tools

Table of Contents

TABLE OF CONTENTS

SECTION A — SECURITY MANAGEMENT
Al. Waivers

A4, CPSOJ ACPSO Appointment Letters
AB. 1S50/155M Appointment Letters
A7. Approved Master S0P Cover Page
All. Self- Inspections with SEI's and CAP
ALB. MOUs/MOAs, CUAs and I5As

A27. OPSEC Plan

SECTION B — PERSONMNEL SECURITY
B9. Inadvertent Access
B24. Indectrination Briefing

SECTION C - ACCOUNTABILITY
C1. TS Appeointment Letter
C6. 100% TS Inventory Completion Letter

SECTION D — CLASSIFICATION &
MARKING D1. Class Guide Cover Page(s)

SECTION E — REPRODUCTION
El. Classified Repreduction Equipment
Approval Letter(s)

SECTION F — DESTRUCTION
F1. Classified Destruction Approval
Letter(s)
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SECTION G — PHYSICAL SECURITY
G1l. Accreditation Letter(s)

G3. SAPF Fixed Facility Checklist Cover Page

SECTION H — ACCESS CONTROL
No Additional Artifacts

SECTION | — COMPUTER SECURITY
See 1550/155Ms Computer Security
Inspection Binder

SECTION J — TRANSMISSION
J10. Facsimile Approvals

SECTION K — SECURITY EDUCATION
Kl. Approved SETA Program

SECTION L- CONTRACTING
L1. DD 254'5

SECTION M — GUARD FORCE
M4, Alarm Testing Record

SPECIAL EMPHASIS ITEMS
Mo Additional Artifacts
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Finding or Observation
1 - . K
S1

OPEN Self-Identified that visitor logs 228 Check all areas to ensure that logsare  2/10/2018

2 are co-mingled separated
CAPI151  CLOSED  PortSecurity notenabled at each 22118 2/15f2018 Have IT lock down all 2/14/2018 Verified
3 drop have been locked down
10
11
12
13
15
16
18
19

NUMBER OR ASSIGN "sI"

NUMBER IF SELF-IDENTIFIED
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Independent Review Team (IRT)

The IRT is a critical component of the inspection preparation process.
« Deployed 90 days prior to anticipated inspection
« Assesses security posture of program by completing mock inspection

« Comprised of three to five senior SAP briefed individuals from: Industrial
Security, Cyber Security, and Information Technology (IT).

« The IRT accomplishes the following:

Provides an in-brief
Reviews most recent self-inspection
Reviews inspection binders
Shares best practices and lessons learned from other sites
Assists team in creating CAP
Provides out-brief to local security team
« Will identify observations, potential deviations, findings
Provide detailed inspection report no later than 10 days after visit
Inputs results into SharePoint
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SME Collaboration Review Visit

Identifiers qpe: Individual Program

SME Collaborators:
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Official Inspection Notification

Official inspection dates are inputted into SharePoint and reflected on
SAP calendar.

« CPSO responsibilities after official notification include:

Security

Communication to leadership team and briefed personnel

Dissemination of SAP concepts self-assessment for briefed personnel
Identification of POC to coordinate completion and submission of data call
Relay expectations to security team

SAP Upcoming Inspection Calendar
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Post-Inspection

UNCLASSIFIED

° C P S O i 1 p u t S th e utmit Your CA/COG/Cusomer ngecion Resuts:

Name:
(FSO/CP50/COMSEC Account Manager)

Sector: v

= - -
[ Category:
Inspecti
olowing Into alreroin R .
. Category:  if restriced, select "Qther” a5 the canegory and
identify as "Restricted” in the text box.
Scope: ‘™ ‘
- = y . . nspection
Identifier: | |ocation: .ﬂ Bfieme o
|dentifier: ﬂ
Name;
Inspection e Lead Inspection
Strengths and weakness
g Strengths: Weaknesses: Findings:

[JA. Security Management [ A Security Management Provide link to UNCLASSIFIED Corrective

based on categories of the o 8 Gy BRe X

€. Accountability [C1D. Classification and Marking . N
[1D. Classification and Marking E E Eepruduman

Self-inspection checklist e
— Number of deviations and
findings associated with i

>

Findings:

v
eaCh Weakn eSS s this 2 Re-Inspection? M
Is this a change/update to a previously reported inspection? ]
G I b - Overall Final Rating: v Attach Final Rating: & Click here to attacha file
— eneral observations T
Security Management: *|s]|Personnel Security: ]
Physical Security: *[w]|Computer Security: |
Security Education. *v|[Accountability: v
SEl BT

NORTHROP GRUMMAN PROPRIETARY LEVEL | (WHEN COMPLETED)

ontractor

Security
Working Group CSSWG




' Program Effectiveness

» Results
— Enhanced overall inspection readiness
— Strengthened communication between local security and
leadership team.
— Established channel to share inspection trends,
resources, lessons learned, and best practices.
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' IRT Effectiveness

IRTs have proven to have positive impact on

Inspection outcomes.

 Deviations and findings identified during March 2018 IRT in CA were
reduced by approximately 50% during the government inspection.
Data captured during IRT and inspection results make these comparisons possible

June 2018 Inspection
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® [RT Findings

m |nspection Findings
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Metrics

E

Overview of Yearly Inspections
— All-up view or by customer
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Metrics

Inspection Results Across all Disciplines
— DoD, SAP, SCI, COMSEC
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' Challenges and Opportunities

* Program Access
— Team is not cleared to all DoD SAP Programs
— Requested Billets to SAP Portfolio (in work)

 Data
— What additional data is required to strengthen tool?

« COVID

— Cannot deploy IRTs In preparation for upcoming
Inspections
» Working toward conducting virtual IRTs
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CSSWG Board of Directors

Joseph Kraus Jr., Chair ManTech

Karl Borden, Vice Chair System High

Cyndi Stroud Lockheed Martin

Mike Witt Ball Aerospace

Kevin McCarthy BAE Systems

Catalina Ricaldai Northrop Grumman

Kyle Smith Lockheed Martin
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Committees/Focus Groups

Cyber (Information Systems Security)

Membership & Meetings

Personnel Security

Physical & Technical Security

Policy

Professionalization — Training & Security Education
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How To Join CSSWG
| —

joe.schultz@Honeywell.com
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Questions?
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